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Abstract

Academic Abstract

Advances in Al require a revision of the psychological and socio-technical dynamics by which individuals are radicalized to
embrace violent extremism. This review synthesizes process models of radicalization with research on social and personality
risk factors, Al, and psychological mechanisms to propose a four-stage framework mapping the Al architecture of radicalization:
(1) Exposure, where recommender systems and virality features create initial attraction to extreme content; (2) Reinforcement,
where filter bubbles and group recommendations leverage biases to strengthen extremist beliefs and create echo chambers; (3)
Group Integration, where ideologically homogenous clusters, Al bot swarms and companions foster group belonging and readiness
for action; cumulatively resulting in (4) Violent Extremist Action. Ve examine how established social, cognitive, personality, and
contextual vulnerability factors heighten psychological risk in the Al-driven radicalization process, as well as the emerging role
of generative Al. We conclude by outlining a stage-based framework for governance and future research.

Public Abstract

Al-driven algorithms designed to maximize engagement on social media, compounded by generative Al, can unintentionally
set the stage for radicalization. It begins with Exposure, where algorithms push users toward extreme content because it
captures attention. Next, during Reinforcement, algorithms feed users personalized content while Al swarms can create a
synthetic consensus that reinforces emerging biases, normalizes extremity, and insulates users from alternative views. Third,
during Group Integration, individuals are absorbed into extremist networks, reinforced by human peers, Al companions, and
bot swarms that validate radical beliefs and deepen identity ties. By exploiting psychological needs for belonging and certainty,
this stage becomes particularly pernicious, potentially opening the door for violence. We propose policy measures that can
reduce radicalization at each stage.
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Introduction
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Artificial intelligence (Al), including generative Al, has dra- Sehool, Oslo, Norway

matically reshaped the environment in which extremist ide-
ologies are created, amplified, and circulated (Minniti,
2025). Platforms like YouTube, Facebook, X (formerly
Twitter), and TikTok are not only passive hosts of content;
their recommender systems determine information exposure,
actively personalize feeds, and structure social networks for
billions of users (Dong et al., 2022; Narayanan, 2023).
Because these systems amplify emotionally charged and
extreme material to boost engagement (Vosoughi et al.,
2018), they risk constructing what we term an A/ architec-
ture of radicalization.
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Here, we propose a four-stage process framework of
Al-driven radicalization to violence. Our framework maps
how AI mechanisms (e.g., recommendation systems, group
suggestions, generative Al, Al companions) intersect with
psychological predispositions and mechanisms to guide indi-
viduals from (1) Exposure (i.e., initial exposure to extreme
content) via (2) Reinforcement (i.e., repetition and normaliza-
tion of extreme content) to (3) Group Integration (i.e., valida-
tion loops and integration within extremist networks),
ultimately opening the door for (4) Violent Extremist Action.
Crucially, we posit that this socio-technical architecture does
not operate in a vacuum; rather, the radicalization process is
continuously shaped by a bedrock of contextual variables,
such as macro-level political events, structural factors, and
individual life histories. By synthesizing insights across
social, personality, and cognitive psychology, computer sci-
ence, political science, communication, and criminology, we
provide a unified framework for understanding the socio-
technical architecture of radicalization to violence in the Al
era. Moreover, our mapping yields concrete stage-specific
recommendations for governance and research, specifying
how interventions can mitigate risks throughout the radical-
ization process and identifying key directions for future work.

Author Positionality Statement

The authors of this work are a multidisciplinary team of psy-
chologists, media scientists, and computer scientists cur-
rently based in academic and research institutions across the
global North. Several of us, however, originate from the
global South, and our perspectives are informed both by
Northern European and U.S. scholarly traditions and by
intellectual lineages and lived experiences rooted in southern
contexts. Our relationship with the topic is primarily as
researchers examining these systems, rather than as members
of targeted communities or extremist groups. To mitigate
potential biases, we integrate perspectives from various
fields and combine experiences shaped by differing geopo-
litical, cultural, and institutional settings. This collaborative
approach seeks to advance a more holistic and inclusive
understanding of the dynamics of radicalization to violence
and the technical architecture that enables it to be scaled.
Later in this review, we revisit constraints on generality
when discussing the scope of the existing literature.

Theoretical Basis, Ambition, and
Framework Assumptions

Radicalization to violence is understood as a dynamic psy-
chosocial process in which individuals, groups, or communi-
ties adopt increasingly extreme political, social, or religious
beliefs that justify the use of violence in intergroup conflict
to achieve political or ideological objectives (Schmid, 2025).
Rather than a sudden transformation, it is typically a gradual
progression in which beliefs, emotions, and behaviors shift

toward legitimizing and, ultimately, engaging in violence
(Moghaddam et al., 2025). Violent extremism refers to the
manifestation of this process in the form of attitudes and
actions that support or directly employ violence as a legiti-
mate means of advancing political, ideological, or religious
goals (Schmid, 2025). It thus represents the behavioral and
ideological endpoint of the radicalization concerned here,
where justification of violence translates into its enactment.

A multitude of process models have been proposed to
explain how individuals come to embrace violent extremism.
These frameworks, while diverse, often conceptualize radi-
calization as a sequence of stages or phases (De Coensel,
2018; King & Taylor, 2011). Prominent examples include
Moghaddam’s (2005) “Staircase to Terrorism,” which out-
lines a cognitive and situational progression from perceived
injustice to the terrorist act, and Borum’s (2011) four-stage
model of ideological development from grievance to demon-
izing an enemy. Other models have focused more on behav-
ioral changes, such as mapping trajectories from
pre-radicalization to “jihadization” to four distinct stages
(e.g., pre-radicalization, self-identification, indoctrination,
jihadization; Silber et al., 2007). These stage-based models
of radicalization have been used as a basis for empirical
behavioral studies (Klausen et al., 2016).

Building on these perspectives, our paper proposes what
is, to the best of our knowledge, the first integrative psy-
chological framework to structure the complex interplay
between Al and radicalization. We organize the process
across four stages culminating in violent extremism: (1)
Exposure, (2) Reinforcement, (3) Group Integration, and
(4) Action (see Figure 1). The framework’s structure is con-
ceptually aligned with existing three- and four-phase mod-
els, such as that of Doosje et al. (2016), which describes a
progression through Sensitivity, Group Membership, and
Action, as well as that of Silber et al. (2007), which details
a progression through pre-radicalization, self-identifica-
tion, and indoctrination, culminating in violent extremism.
The primary contribution of our framework, however, is to
advance radicalization theory by identifying how Al mech-
anisms fundamentally alter the etiology of violent extremist
commitment. Our objective is to provide a comprehensive,
integrative review that captures the full socio-technical
landscape of the radicalization continuum. Instead of focus-
ing solely on the endpoint of violence, our framework maps
the trajectory from initial susceptibility and cognitive esca-
lation to the potential mobilization toward violence.
Crucially, the risk often emerges from both the separate
effects of these Al mechanisms and their intersection,
where the distribution power of algorithms amplifies the
novel creation capabilities of generative Al, and where this
combined architecture interacts with and is moderated by
individual psychological vulnerabilities. This integrative
approach allows us to delineate where established mecha-
nisms continue to drive the process and where generative
Al introduces a distinct additive or potentiating risk.
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Figure |. A process framework outlining the Al architecture of radicalization. The framework illustrates a non-linear trajectory
through four stages: (1) Exposure, driven by engagement-optimizing recommenders; (2) Reinforcement, where algorithmic enclosures
like filter bubbles cement beliefs; (3) Group Integration, where generative Al and bot swarms foster identity fusion; and (4) Violent
Extremist Action. The model highlights how Al mechanisms (top-right) and psychological processes (bottom-right) co-evolve, moderated

by a bedrock of predisposing factors and contextual variables.

Our approach builds upon and extends recent major
reviews that have mapped the influence of social media on
political behavior and morality (e.g., Van Bavel et al., 2024;
Zhuravskaya et al., 2020). While these works provide a robust
foundation for understanding how algorithmic mechanisms
drive polarization and shape political attitudes, our frame-
work diverges in scope and structure. First, whereas previous
reviews largely focus on general political outcomes or non-
violent polarization, we specifically isolate the etiology of
violent extremism, a distinct behavioral outcome with unique
psychological antecedents. Second, unlike prior reviews,
which organize findings by thematic mechanisms (e.g., moral
contagion) or broad political outcomes, we propose a stage-
based process model. We thereby emphasize that radicaliza-
tion is not a static state but a temporal progression. Finally,
we articulate the specific technological changes introduced
by generative Al. While algorithmic mechanisms optimize
the distribution of content (curation), generative Al funda-
mentally alters the supply and nature of that content (cre-
ation). Generative Al solves the supply constraint of extremist
propaganda, enabling the automated production of personal-
ized, persuasive content that achieves high psychological
congruence. Unlike traditional “one-size-fits-all” messaging,
these systems can dynamically match content to a recipient’s
specific personality traits, values, and ideological leanings to

maximize resonance, alongside generating synthetic social
interactions at scale. Our framework thus maps the conver-
gence of these two forces: the engagement optimization of the
recommender system and the almost infinite production capa-
bilities of generative Al

In this paper, we adopt a definition of Al grounded in its
functional role within the radicalization process. We define
Al as automated computational systems that use algorithms
and statistical models to process data, learn patterns, and gen-
erate outputs (such as predictions, rankings, recommenda-
tions, or synthetic content) without direct human control at
the moment of execution. In the context of violent extremism,
these are the systems that curate, personalize, amplify, or gen-
erate information at scale. We therefore distinguish between
basic algorithmic features (simpler rule-based systems like
popularity tracking and trending metrics) and Al mechanisms
(sophisticated, learning-based systems like adaptive recom-
menders, generative Al, and Al-driven autonomous agents).
Within this architecture, virality features refer to the visible
metrics of social endorsement (e.g., likes, shares, view counts)
that signal consensus and accelerate diffusion.

To clarify the specific technological drivers within this
framework, we rely on a hierarchical taxonomy of Al
Machine learning serves as the broad foundation, referring to
systems that improve performance based on data exposure
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rather than explicit rule-based programming. Within this,
deep learning utilizes multi-layered neural networks to pro-
cess complex, high-dimensional data, such as video or lan-
guage, enabling the sophisticated content analysis seen on
platforms like TikTok or YouTube. Crucially for the Exposure
and Reinforcement stages, modern recommender systems
increasingly employ reinforcement learning. Unlike tradi-
tional models that optimize for immediate clicks, this method
trains the system to identify sequences of content that maxi-
mize long-term rewards, such as total user watch-time or ses-
sion retention. Finally, generative Al, including Large
Language Models (LLMs), represents a subset of deep learn-
ing focused not on classifying existing data, but on creating
novel, plausible outputs (text, image, audio), which drives,
for instance, mechanisms of synthetic content and compan-
ionship. Unlike recommender systems that learn by updating
a model based on historical engagement data, generative Al
adapts in real-time through in-context learning. By retaining
the history of the immediate conversation (and increasingly,
long-term memory), the model can adjust its persona and
responses to align with the user’s prompts, effectively mir-
roring the user’s worldview to maintain conversational flow.
However, this adaptive capacity operates atop the model’s
baseline parameters. Emerging research indicates that LLMs
possess inherent political slants derived from their training
data (Choudhary, 2025; Westwood et al., 2025), which may
predispose output toward specific ideological frames even
before user adaptation occurs.

The framework that we propose provides a comprehen-
sive integration of disparate research traditions that have
largely operated in isolation. For instance, to date, computer
science has mapped the algorithmic mechanisms of diffusion
and clustering, while psychology and criminology have
focused on individual risk factors and behavioral progres-
sions. By explicitly mapping how specific Al affordances
interact with specific psychological vulnerabilities at each
stage of the process, our framework moves beyond parallel
analysis to propose a truly socio-technical framework of
radicalization. This integration allows for more precise theo-
rizing about how technological features and human psychol-
ogy co-evolve over time to produce extremist outcomes.

Various aspects of our framework provide important new
theoretical insights. First, the framework re-conceptualizes
radicalization as a dynamic and scalable co-evolutionary pro-
cess. Traditional “staircase” models (e.g., Moghaddam, 2005;
Moghaddam et al., 2025) often imply a relatively static envi-
ronment that an individual moves through. In the Al architec-
ture, the environment itself is fluid and highly adaptive.
Through the mechanism of reinforcement learning, the envi-
ronment evolves in real-time response to the user’s behav-
ioral signals. By continuously updating based on what
specifically captures the user’s attention (e.g., outrage or vali-
dation), the system effectively tailors the digital landscape to
match and exploit the user’s psychological state. This creates
a closed-loop feedback system that is theoretically distinct

from the relatively linear grooming processes of the past;
algorithms usually do not have an ideological goal, but rather
an engagement goal that inadvertently perfects the radicaliza-
tion pathway for that specific individual’s psychology.
Consequently, we argue that Al-driven radicalization repre-
sents a form of “self-steered” recursive persuasion. This
marks a critical theoretical distinction: whereas traditional
models often emphasize reactive exposure to aversive condi-
tions (e.g., grievances, threats), our framework foregrounds a
proactive process. In this dynamic, the user is not merely a
passive recipient of propaganda but an active, albeit often
unwitting, co-constructor of their own radicalization cage,
effectively training the system to radicalize them further.

Second, the framework elucidates the radicalization
mechanism of “synthetic sociality.” Existing theories of radi-
calization emphasize the role of social networks and charis-
matic recruiters in fulfilling needs such as for significance
and belonging (Hogg, 2025; Kruglanski et al., 2009;
Molinario et al., 2025). Our framework integrates the trend
that generative Al bots have started to decouple intimate,
pervasive social influence from human interaction. We pro-
pose that the psychological benefits of group membership
(validation, certainty) can soon be derived from synthetic
agents. This challenges the anthropocentric assumption cen-
tral to social psychological models of radicalization (i.e., that
social influence requires a direct human source).

Third, the framework uniquely accounts for the unprece-
dented scalability of radicalization by identifying Al as a
“supernormal” psychological stimulus. Traditional radical-
ization processes were naturally limited by human resources.
Recruiters could only groom a finite number of individuals
simultaneously, and group dynamics were often constrained
by physical boundaries. By contrast, the Al-driven architec-
ture operates as an industrialized engine of cognitive bias,
systematically removing the human friction that typically
slows the adoption of extreme beliefs. This represents a theo-
retical shift from viewing radicalization as a labor-intensive
anomaly to understanding how automated systems capitalize
on the “long tail” of vulnerability, ensuring that while violent
extremism remains a statistical tail event, these rare outliers
can now be identified, aggregated, and mobilized at a scale
previously impossible.

Finally, our approach bridges the explanatory gap between
group-based and “lone-actor” extremism, offering a unified
framework for both trajectories. Historically, these have been
treated as distinct phenomena, one driven by group dynamics,
the other by individual psychological vulnerabilities (Kenyon
et al., 2023; Schuurman & Carthy, 2025). Our framework
demonstrates how Al mechanisms synthesize these pathways:
for the group-based actor, algorithmic recommendations
facilitate rapid integration into extremist networks and echo
chambers; for the lone actor, generative Al bots and swarms
(Schroeder et al., 2025) provide a “synthetic group” that vali-
dates their grievances and co-constructs their reality without
the need for human peers. Thus, the Al architecture reveals
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that the “lone wolf” may be rarely truly alone, but rather
socially integrated into a digital, and increasingly synthetic,
extremist ecosystem (Sandboe & Obaidi, 2023).

In our framework, we distinguish between two core com-
ponents: (a) Algorithmic Mechanisms (the Al-driven techno-
logical architecture that surfaces content and connects users
on online platforms) and (b) generative Al (the impact of
state-of-the-art family of models, including LLMs and mul-
timodal systems, capable of producing linguistically, visu-
ally, and cognitively coherent content at scale). Importantly,
we examine how cognitive, social, and personality vulnera-
bilities interact with these forces to accelerate radicalization.
Our approach incorporates the critical influence of cognitive
biases (such as confirmation bias and the illusory truth
effect), identity-related issues (such as identity uncertainty;
Hogg, 2007,2025), and the quest for significance (Kruglanski
et al., 2009; Molinario et al., 2025), as well as the role of
grievances, perceived injustice, and relative deprivation
(Horgan, 2008; Van Den Bos, 2020). These factors are cen-
tral to several established theoretical frameworks, including
the stage models of Moghaddam (2005) and Borum (2011),
social-developmental theories (Beelmann, 2020), and social-
psychological models of violent extremism (Doosje et al.,
2016; King & Taylor, 2011).

Our framework rests on several guiding methodological
and conceptual principles. First, aligning with critiques of
overly rigid, linear models (see De Coensel, 2018), we treat
this framework as a hypothetical guide, not a deterministic
causal chain. The progression is not necessarily linear; indi-
viduals may cycle between stages or exit the process entirely.
To underscore this non-deterministic nature, our descriptions
of each stage explicitly outline potential “off-ramps”—the
key psychological, social, and algorithmic factors that can
interrupt the process and lead an individual to disengage.

Second, we assume that social and individual factors
likely modify the impact of Al, helping to explain mixed evi-
dence onitsrole in accelerating radicalization (Bierwiaczonek
et al., 2025; Hosseinmardi et al., 2024; Ledwich & Zaitsev,
2019; Shin & Jitkajornwanich, 2024; Tufekci, 2015, 2018).
For instance, each stage and its underlying processes should
depend in part on predisposing factors (e.g., pre-existing
worldviews) and facilitating conditions (e.g., cognitive
styles) that render some individuals more susceptible to the
Al-driven radicalization process than others. The framework,
thus, aims to map the key pathways, acknowledging that the
journey through them is not always linear, deeply personal,
and context-dependent (see Obaidi, Bergh, et al., 2025).
When considering these contingencies, we draw on variables
considered most central in the literature (see Obaidi & Kunst,
2025), situating them where their moderating or predispos-
ing roles are best supported, while recognizing that alterna-
tive moderators and unexamined variables may also play
important roles.

Significant caveats apply to the schematic representation of
our framework (see Figure 1). While we delineate four distinct

stages for analytical clarity, the underlying psychological and
technological drivers are not hermetically sealed within spe-
cific phases. First, the psychological predisposing and risk fac-
tors are conceptualized as individual differences and
experiences that may exert influence throughout the radical-
ization trajectory (Stages 1-3), rather than appearing solely at
specific junctures. Second, specific Al technologies are not
stage-exclusive but rather functionally distinct across stages;
for example, automated bot swarms may function as visibility
amplifiers during Exposure, synthetic consensus generators
during Reinforcement, and synthetic community members
during Group Integration. Consequently, the mechanisms
listed in Figure 1 are marked as illustrative examples to
emphasize that they represent the most salient, rather than
exhaustive or mutually exclusive, drivers at each stage.

Stage |: Exposure

The initial stage, Exposure in our framework, represents the
point of contact where a user, not necessarily seeking extreme
material, encounters ideologically adjacent, provocative, or
polarizing content that acts as a bridge toward extremist
material, or is directly exposed to extremist material itself.
This initial contact can spark a curiosity or attraction to the
content (see Figure 1). Engagement typically occurs as a gra-
dient: initial exposure may involve vague or bridge narra-
tives (e.g., general political outrage) that capture attention,
with the algorithmic systems then iteratively increasing the
level of ideological purity and extremity over subsequent
encounters.

However, this process is not uniform. While some users
may stumble into extremist content incidentally, others are
more susceptible due to psychological risk factors, and a sub-
set may subtly or even actively seek out such material. As
illustrated in the Predisposing Factors component of Figure 1,
the entry into the algorithmic ecosystem is moderated by the
user’s offline psychological state. Before an algorithm can
amplify a threat, the user must possess susceptibility to it.

Predisposing risk factors such as a sense of relative depri-
vation (i.e., the belief that one’s group is unfairly disadvan-
taged; Osborne et al., 2025; Pettigrew, 2016) or a pre-existing
worldview that embraces conspiratorial thinking, and ideo-
logical extremity (Bruder et al., 2013; Van Bavel & Pereira,
2018) can drive users toward content aligning with and pro-
viding explanations for their grievances. However, it is criti-
cal to distinguish between ideological content and ideological
structure. For instance, merely holding strong political or reli-
gious beliefs is not inherently a risk factor. The vulnerability
to Al radicalization arises when ideology is characterized by
cognitive rigidity or dogmatism, specifically, Manichaean
worldviews that divide the world into absolute good and evil,
which often are part of politically extreme ideology
(Wolfowicz et al., 2021). For instance, whereas religious
affiliation and religiosity per se may not be linked to violent
extremism (Duindam et al., 2025), religious fundamentalism
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is (Milla & Yustisia, 2025). Likewise, ideological orientations
such as right-wing authoritarianism (RWA; Altemeyer, 1996)
or social dominance orientation (SDO; Pratto et al., 1994;
Sidanius & Pratto, 1999) may function as specific facilitators
of this process. Individuals high in RWA, characterized by a
submission to authority, aggression toward deviants, and high
autonomic reactivity to stress (Lepage et al., 2022), may be
particularly susceptible to algorithmic feeds that amplify
threat and police social norms. Similarly, those high in SDO,
driven by a preference for group-based hierarchy, may be
drawn to content that validates the dominance of their ingroup
over perceived inferior outgroups and may react to posts that
seemingly challenge their group hegemony (Thomsen et al.,
2008). Likewise, a strong social identity, which defines who
is part of the “ingroup” and “outgroup,” can create a readiness
to engage with content that affirms one’s group and deni-
grates others (Dvir-Gvirsman, 2019; Rathje et al., 2021; Van
Bavel & Pereira, 2018). It is this specific form of information
processing, rather than the political belief itself, that creates a
susceptibility to the binary, polarizing narratives prioritized
by Al recommendation systems.

On the surface, both the information people encounter
(whether through passive exposure or active search) and psy-
chological vulnerabilities for extremism should operate simi-
larly online and offline. Yet, in environments driven by
powerful algorithms optimized for engagement, a dangerous
alignment can occur. The same tendencies that make people
vulnerable to adopting extremist beliefs also guide what the
algorithms promote. This is not random. Our minds are
drawn to the dramatic, the threatening, and the negative
(Rozin & Royzman, 2001) and those are signals that feed the
systems built to keep us watching, scrolling, and clicking. In
our framework, this alignment marks the initial gateway to
radicalization, as both naive users and those with pre-exist-
ing vulnerabilities are exposed to extreme content that can,
over time, crystallize into all-encompassing extremist ideo-
logical worldviews.

Al Mechanisms: Recommenders, Trending, and
Algorithmic Amplification

The architecture underlying this initial exposure to extremist
content is built and maintained by Al systems whose primary
goal is to increase user attention. Several key algorithmic
features may drive this process, often creating what has been
termed digital “rabbit holes” (Ledwich & Zaitsev, 2019;
O’Callaghan et al., 2015). One of the most widely discussed
examples of such “rabbit holes” is YouTube’s recommenda-
tion engine. In a now-famous op-ed, Zeynep Tufekci dubbed
the platform “the great radicalizer,” arguing that its “Up
Next” feature systematically pushes users toward more
extreme versions of whatever they initially watched, creating
a pipeline from mainstream to fringe content (Tufekci, 2018).
Early research lent empirical support to this hypothesis; one
study, for instance, audited YouTube’s recommendation

graphs and found that viewers of milder “alt-lite” channels
were frequently guided toward more extreme “alt-right” con-
tent (Ribeiro et al., 2020). Similarly, another report docu-
mented how platform algorithms helped funnel mainstream
audiences to a network of influential far-right personalities
(Lewis, 2018).

However, the role of YouTube’s algorithm is contested.
Some evidence suggests that, following changes to its rec-
ommendation algorithm around 2019, the platform began to
actively discourage extreme content in some contexts, shift-
ing traffic toward mainstream media (Ledwich & Zaitsev,
2019). And a recent causal study using counterfactual bots
found that, on average, YouTube’s recommender system did
not radicalize users further and, for some, even had a moder-
ating effect (Hosseinmardi et al., 2024). This finding sug-
gests that radicalization on the platform, to the extent that it
still occurs via these “rabbit holes,” may now be less a func-
tion of an algorithmic push and more a consequence of a
user-driven pull, where activation of such pathways depends
more heavily on a user’s pre-existing preferences and active
content-seeking. This observation aligns with recent large-
scale field experiments on Facebook and Instagram, which
showed that removing algorithmic curation in favor of a
reverse-chronological feed did not significantly reduce polit-
ical polarization for the average user over a three-month
period (Guess et al., 2023). However, rather than refuting the
risk of radicalization, we argue that such findings clarify its
specific statistical nature: violent extremism is a tail phe-
nomenon. It does not necessarily manifest as a shift in the
average user’s behavior, but as an extreme outcome for a
small, specific subset of vulnerable individuals located at the
tail of the distribution. For these users, the danger of Stage 1
may not be that the algorithm persuades the masses, but that
it efficiently locates and isolates the outliers. Furthermore,
Guess et al. (2023) observed a substitution effect, where
users deprived of engagement-maximizing feeds on one plat-
form significantly increased their activity on others, such as
TikTok and YouTube. This suggests that the Exposure mech-
anism is resilient; if the algorithmic supply is cut off in one
mainstream venue, the tail of motivated or vulnerable users
may simply migrate to other, potentially more volatile algo-
rithmic ecosystems.

Platforms optimized for individualized engagement
through algorithmic amplification and frictionless sharing
may generate particularly effective channels of initial expo-
sure to extremist material. For instance, TikTok’s algorithm-
curated “For You Page” presents videos far from a user’s
immediate social network, potentially increasing the likeli-
hood of exposure to novel extremist content. Additionally,
by optimizing engagement via metrics like watch time,
replays, and interactions, TikTok appears to create a self-
reinforcing feedback loop after an initial exposure to extrem-
ist content; users are repeatedly exposed to information that
previously captured their attention, which extremist content
is likely to do by weighing on psychological risk factors such
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as moral outrage (e.g., Brady et al.,, 2017). Audits have
shown that even minimal, passive engagement with a hand-
ful of far-right videos can cause TikTok to rapidly saturate a
user’s feed with similar, often more aggressive and conspira-
torial material (Shin & Jitkajornwanich, 2024; Weimann &
Masri, 2023). Given TikTok’s young userbase, this may cre-
ate a vulnerability, as younger, less politically anchored users
may be more susceptible to persuasive extremist narratives
(Weimann & Masri, 2023).

X utilizes algorithms that create a powerful broadcast-like
effect, amplifying divisive and extremist content. On such
network-centric platforms, widespread diffusion is often
achieved not primarily through organic, peer-to-peer “viral”
chains, but by the content of influential or high-reach accounts
(Goel et al., 2016), especially when they actively request
reposts from their followers and are reposted by users with at
least a medium-sized follower base (Hemsley, 2019). The
platform’s timeline has further been found to algorithmically
boost political tweets, with a particularly strong lift for highly
partisan content (Huszar et al., 2022). Features like “Who to
follow” suggestions and trending topics can elevate extremist
hashtags and accounts to a mass audience, giving them a run-
ning start in finding and networking with like-minded indi-
viduals (O’Callaghan et al., 2015). The real-world
consequences of this design were starkly illustrated during
the 2024 Southport riots in the UK. An investigative analysis
revealed that X’s algorithm, which systematically privileges
posts that provoke outrage and amplify the reach of paying
“Premium” subscribers through an automatic ranking bonus,
allowed Islamophobic falsehoods to spread virally to tens of
millions before verified information could be disseminated
(Amnesty International, 2025).

This entire architecture on X is becoming fully automated;
the platform has announced that its new recommendation
system will be managed by its in-house Al, Grok, with the
directive to process every post and video (100 M+ per day)
to match users with content, replacing existing static rules
with a fully Al-driven content curation model (Alas, 2025).
While this type of highly advanced recommender system
could theoretically be trained to recognize and de-prioritize
content that exploits these biases, the reality is that the core
incentive of commercial platforms is to maximize engage-
ment. This optimization priority often overrules objectives
related to content safety. Furthermore, delegating these judg-
ments to Al introduces a layer of systemic partiality; because
LLMs exhibit detectable political slants in their baseline
state (Westwood et al., 2025), utilizing them to automate
content arbitration risks embedding these biases into the
platform’s fact-checking and curation logic, systematically
skewing the information ecosystem.

While the encrypted platform Telegram lacks the central-
ized recommender systems of TikTok or X, it facilitates a
distinct form of “user-deployed” algorithmic amplification.
Rather than relying on a platform-curated feed, extremist
actors leverage the platform’s open API to deploy networks

of automated bots that rely on Al to various degrees and
function as force multipliers for propaganda (Alrhmoun
et al., 2024). This architecture transforms Telegram into a
resilient archive and broadcast hub; research on the Islamic
State’s ecosystem, for instance, highlights how this auto-
mated machinery allows groups to maintain a high-tempo
stream of instructional and ideological content despite per-
sistent bans (Alrhmoun et al., 2024). Other research into the
“Terrorgram Collective” (a decentralized, international net-
work of neo-fascist accelerationists) reveals how bespoke
bots are deployed to synchronize accelerationist propaganda
across both niche extremist groups and co-opted “main-
stream” news aggregators with tens of thousands of sub-
scribers (Institute for Strategic Dialogue, 2024). By
anonymously funneling violent material into these larger
channels, this automated infrastructure allows the network to
bypass its fringe limitations and strategically expose a wider,
less ideologically committed audience to terrorist content.

While all of the above platforms feature extreme content,
recent comparative data highlights significant variances in
how dynamics manifest across platforms, revealing that
mainstream spaces are increasingly being weaponized by
bad actors to amplify polarizing content. While encrypted
platforms like Telegram remain high-volume hubs for
extremist archives (hosting over 1.1million U.S.-based
extremist posts between December 2024 and January 2025),
engagement trends suggest a shift toward mainstream visi-
bility (Institute for Strategic Dialogue, 2025). For instance,
while U.S. extremist engagement on Telegram dropped sig-
nificantly (with view counts falling by 70%), extremist fol-
lower counts on X surged by 24% in the same period, with
engagement (likes) on extremist posts rising by 13%
(Institute for Strategic Dialogue, 2025).

This amplification is not merely algorithmic but often the
result of deliberate production by a small cadre of super-users
who exploit platform mechanics. On Telegram, 69% of all
overtly violent posts in the U.S. originated from just ten spe-
cific accounts (Institute for Strategic Dialogue, 2025). This
stark centralization illustrates how a handful of bad actors can
saturate an ecosystem with extreme content, ranging from the
veneration of terrorists like Yahya Sinwar to the celebration
of domestic assassinations, creating an illusion of widespread
violent consensus. On video platforms like TikTok and
Facebook, pro-Foreign Terrorist Organization actors success-
fully evaded moderation to garner 10s of 1,000s of views and
followers, demonstrating that deliberate production strategies
are effective even in regulated environments. Collectively,
these findings underscore that the Al architecture is not oper-
ating in a vacuum; it is being actively and strategically weap-
onized by a small number of committed actors to broadcast
polarizing content to a mass audience.

In terms of the production of content, generative Al can
be used to create a limitless stream of novel and persuasive
content specifically engineered to inflame by triggering neg-
ativity bias and moral outrage (Bengio et al., 2024; Wack
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et al., 2025; Williams et al., 2025). The generative Al supply
is not ideologically inert; because LLMs exhibit consistent
political slants in their baseline state (Westwood et al., 2025),
the generated content may inherently carry specific framings
that resonate more effectively with certain ideological sub-
groups, potentially accelerating radicalization for those
aligned with the model’s latent bias. However, inducing such
shifts appears alarmingly simple; Betley et al. (2026) demon-
strate that even narrow, task-specific finetuning can trigger
emergent misalignment, causing models to spontaneously
generalize harmful or extremist behaviors across broad con-
texts without extensive retraining.

Al-generated content, from articles to deepfake images
and videos, can be fed into the algorithmic ecosystem, where
recommender and trending algorithms will amplify it. Thus,
generative Al can act as the “spark” creating the highly potent
extremist material that the platform’s algorithms subsequently
“fan” into a fire, exposing users at an unprecedented scale. Al
bot swarms can then potentiate the reach of content by creat-
ing synthetic engagement that algorithms prioritize as well as
by reposting content (Schroeder et al., 2025).

While the potential for generative Al-driven radicaliza-
tion is often discussed theoretically, empirical evidence con-
firms that extremist actors have moved beyond
experimentation to systematic deployment in recent years.
Critically, this shift is driven by tactical necessity rather than
mere novelty. Generative Al resolves human bottlenecks by
acting as a force multiplier that allows for the limitless pro-
duction of content and the instantaneous translation of pro-
paganda into languages the group’s members do not speak,
thus opening new recruitment markets without human over-
head (Nelu, 2024). For instance, the Islamic State’s media
division, “News Harvest” (Atherton, 2024), has begun utiliz-
ing Al-generated news anchors to broadcast daily bulletins,
effectively automating content production to bypass human
resource constraints (Stevenson, 2025). Similarly, Al-Qaeda
affiliates have launched dedicated “workshops” to train sup-
porters in leveraging LLMs for propaganda creation and
operational security, explicitly instructing followers on how
to use these tools while maintaining privacy (The Joint
Counterterrorism Assessment Team, 2024). On the far-right,
audits have documented the proliferation of Al-generated
antisemitic imagery and deepfake memes that are deployed
to satirize tragedies and evade automated moderation filters
(Tech Against Terrorism, 2023).

Psychological Mechanisms: Negativity Bias, Mere
Exposure, and lllusory Truth

Al-driven recommendation systems appear to be particularly
effective at increasing exposure to extremist content as they
intentionally or inadvertently prey on innate, powerful
human psychological biases and vulnerabilities. The most
fundamental of these is the negativity bias, the human ten-
dency to pay more attention to and be more strongly affected

by negative, threatening, or hostile information (Rozin &
Royzman, 2001; Soroka & McAdams, 2015). Because algo-
rithms are built to increase engagement, and negative content
is highly engaging (Brady et al., 2017), Al systems learn to
prioritize and promote such content despite not being explic-
itly programmed to do so. Research confirms that content
expressing outgroup animosity, in particular, reliably drives
higher engagement on social media (Rathje et al., 2021).

After Al-driven recommendation systems have exposed a
user to negative, threatening, and inflammatory content, two
powerful cognitive effects related to repetition may take
over. First, the mere exposure effect dictates that familiarity
promotes liking (Zajonc, 1968). As recommendation algo-
rithms learn that users engage more with extremist symbols,
slogans, or narratives, these systems begin to serve addi-
tional (and similar) extremist content, leading such content
to be perceived not only as more familiar and normalized
over time, but also more positive. This normalization process
effectively shifts the user’s personal “Overton Window,”
expanding or shifting the range of ideas they consider accept-
able or mainstream. This shift is facilitated by what Social
Judgment Theory terms the ‘latitude of acceptance’ (Sherif
& Hovland, 1961). By prioritizing bridge narratives (i.e.,
content that captures attention without being overtly
extreme), algorithms present material that falls just within
the user’s existing latitude of acceptance. This avoids a con-
trast effect that would typically trigger immediate rejection,
allowing the system to incrementally stretch the user’s
boundaries toward more radical ideologies.

Second, the Al-driven repetition bleeds into perceived
credibility through the illusory truth effect, whereby repeated
statements (now within the Overton window or latitude of
acceptance) are judged as more likely to be true, simply
because they are easier for the brain to access and process
(referred to as cognitive fluency; Udry & Barber, 2024).
Simply put, a conspiracy theory that seems outlandish upon
first viewing may feel more plausible after it has been algo-
rithmically surfaced a dozen times.

In addition to these cognitive effects, the exposure stage is
fueled by social and emotional vulnerabilities. Grievances,
perceived injustices, and a loss of significance (Kruglanski
et al., 2009; Van Den Bos, 2020) can create a powerful moti-
vational pull toward content that offers an explanation or a
target for these feelings. Similarly, a lack of belonging or
social alienation can make individuals more receptive to
content that even hints at a potential community (see
Bierwiaczonek et al., 2024; Jetten et al., 2023). These under-
lying emotional and social needs function as powerful psy-
chological gateways; they are the ‘raw material’ that makes
the negativity bias so potent. An individual is not just drawn
to negative content, but to content that resonates with their
specific grievance or preys on their sense of alienation.
While feed algorithms present such content, generative Al
can be used to create it, potentially resulting in a circle of
personalized content generation and presentation.
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Figure 2. The diagram illustrates a possible causal chain for the Exposure stage. The core causal chain (solid arrows) begins when
algorithmic amplification of extreme content (Al) captures attention by exploiting innate negativity bias and resonates with a user’s
pre-existing grievances. This engagement is registered as a signal of interest, creating a reinforcing feedback loop. The resulting repeated
exposure triggers the illusory truth and mere exposure effects, leading to “Initial attraction.” Critically, predisposing factors (e.g., threat
sensitivity, existing worldviews) act as moderators (dashed arrows) that determine the strength of this process at multiple points.

Al-Psychological Interactions: Seeding Initial
Attraction

The Exposure stage is defined by the self-reinforcing feed-
back loop created by the intersection of these algorithmic
and psychological mechanisms, compounded by individual
vulnerabilities. The process may unfold as follows (see
Figure 2 for an example of a testable causal chain): An algo-
rithm surfaces a piece of emotionally charged, negative, or
partisan content. The potency of this content, however, is not
uniform; its appeal is moderated by individual differences.
This content is especially sticky for users, where it not only
leverages a general negativity bias (a vulnerability which
may be heightened by factors like threat sensitivity) but also
directly validates a user’s pre-existing grievance or sense of
injustice. The user’s fleeting engagement (i.e., a pause, a
click, or a “like”), driven by this powerful emotional and
motivational resonance, is registered as a signal of interest.
In response, the algorithm serves more content of a similar
nature. This sustained repetition then triggers the mere expo-
sure and illusory truth effects, making the extremist world-
view, which answers their grievance or promises a
community, feel more normal, positive, and correct.
However, this result is not universal; as recent research
shows, persuasiveness is most potent for users with weaker
ideological pre-commitments, while the same content may
cause users with strong opposing beliefs to “backfire” and
become more polarized (Lin et al., 2025).

The exposure process is amplified at the network level
through digital contagion—a form of social transmission in
which emotions, attitudes, and beliefs diffuse across digital

environments (e.g., Goldenberg & Gross, 2020). For
instance, moral-emotional content (i.c., precisely the type of
content favored by engagement-optimizing algorithms)
tends to diffuse swiftly across networks, driven by the moral
outrage it provokes (Brady, Wills, et al., 2017; Brady,
Crockett, et al., 2020). Through repetition, it can lead users
to overestimate the prevalence and intensity of anger and
hostility surrounding a topic, further normalizing extremist
sentiment (Brady, McLoughlin, et al., 2023). The user, who
may have started with no extremist inclinations, may now
have been algorithmically guided to a point where extremist
narratives feel familiar, if not emotionally resonant, and
increasingly plausible. Moreover, among individuals who
already sympathize with extremist views or possess psycho-
logical risk factors for radicalization (e.g., outgroup hostil-
ity), Al-driven systems may be particularly pernicious, both
rapidly reinforcing existing beliefs and exploiting these psy-
chological vulnerabilities to sustain engagement. This
heightened receptivity across naive users, those sympathetic
to extremist beliefs, and individuals psychologically at risk,
marks the critical transition to the next stage of the Al-driven
radicalization process—Reinforcement.

Al, Social, and Psychological Off-Ramps

It is critical to note that the progression from Exposure to the
Reinforcement stage is far from certain. An individual’s resil-
ience can serve as a critical off-ramp. Protective factors like
high media literacy, strong critical thinking skills, and diverse
offline social networks can interrupt the process (see Guess
et al., 2019), as they can equip users to question extremist
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narratives and provide alternative sources of information and
belonging. Furthermore, some algorithmic architectures can
actively create exit points. As described earlier, platforms like
YouTube can alter their systems to down-rank extremist and
inflammatory content, redirecting users toward more credible
sources (Ledwich & Zaitsev, 2019). Thus, Al can be har-
nessed to prevent the initial spark from igniting a trajectory.
Recommendation algorithms could be re-calibrated to priori-
tize algorithmic diversity rather than pure engagement (cf.
Altay et al., 2025). By intentionally injecting counter-narra-
tives or pre-bunking content alongside bridge narratives (Van
Der Linden, 2024), the Al may introduce immediate cogni-
tive friction, potentially preventing the user from accepting
the extremist framing uncritically. However, note that such
platform specific interventions may both reduce engagement
(thereby threatening the platform’s business model) and moti-
vate migration to different platforms (Guess et al., 2023).

Empirical Status and Theoretical Conjectures

To clarify the evidentiary limits of the literature relied on when
developing our description of this stage, we explicitly distin-
guish below between well-documented mechanisms and those
that represent theoretical conjectures. The core psychological
processes driving this stage (specifically the negativity bias,
moral outrage, and the mere exposure effect) are well-sup-
ported (Bengio et al., 2024; Wack et al., 2025; Williams et al.,
2025). However, the applicability of psychological vulnerabil-
ity factors to the online domain is more nuanced. While factors
such as relative deprivation, emotional needs, and pre-existing
worldviews are well-validated in offline settings (Obaidi &
Kunst, 2025), their direct role in Al radicalization remains a
theoretical conjecture requiring further validation in digital
contexts with appropriate data. Similarly, the impact of social
alienation requires validation over longer time frames.

Technologically, the landscape is complex. Self-reinforcing
feedback loops and broadcast amplification mechanisms are
empirically well supported (Metzler & Garcia, 2024). However,
the specific claim of the “Algorithmic Rabbit Hole” remains
contested, characterized by mixed evidence (Hosseinmardi
et al., 2024; Ledwich & Zaitsev, 2019; O’Callaghan et al.,
2015). While recommendation engine funneling is supported
(Lewis, 2018; Ribeiro et al., 2020), this evidence is largely
derived from investigative journalism and reports, and must be
weighed against research showing that platforms also employ
algorithmic discouragement to down-rank extreme content.
Consequently, our framework avoids overstating the algo-
rithm’s coercive power, suggesting algorithms likely facilitate
radicalization for those with existing intent or vulnerabilities
rather than forcing it upon passive users.

Regarding emerging threats, the generative Al supply of
persuasive content is supported (see Schroeder et al., 2025, for
areview). Meanwhile, mechanisms like synthetic engagement
(AI bot swarms) are currently viewed as technologically plau-
sible future prognoses rather than sufficiently documented

empirical phenomena. Finally, while technological and psy-
chological off-ramps exist, the efficacy of some of them (e.g.,
resilience factors like media literacy) currently lacks robust
intervention testing in the present context.

Stage 2: Reinforcement

Once exposure has cultivated curiosity for extremist content,
the Al systems can transition from merely surfacing content
to Reinforcement, actively enclosing the user within an ideo-
logical environment. This transition from initial attraction to
firmer endorsement is driven by algorithmic processes that
create personalized information bubbles and connect users
with like-minded communities, effectively shielding them
from dissenting views. These digital enclosures then activate
psychological mechanisms that validate the user’s burgeon-
ing beliefs, leading to a stronger, more resilient commitment
to the extremist worldview and a reduction in their capacity
or willingness to access or accept corrective information
(Sutton & Douglas, 2022).

The change from Exposure to Reinforcement is most
likely when psychological vulnerabilities align with the
design logic of Al-driven recommender systems. Individuals
high in threat sensitivity and moral-emotional reactivity nat-
urally attend to anger-eliciting and fear-based cues (Brady,
Wills, et al., 2017; Brady, Crockett, et al., 2020; Hibbing
etal., 2014). Likewise, those with a strong need for cognitive
closure or uncertainty avoidance may be drawn to and stick
with ideologies offering simplicity, moral certainty, and clear
enemies (Dugas et al., 2018; Webster & Kruglanski, 1994);
algorithmic curation can reinforce this preference by contin-
uously presenting unambiguous, identity-affirming (see
Mosleh et al., 2021) or threatening content (Obaidi, Anjum,
et al., 2023; Obaidi, Kunst, et al., 2025). A heightened quest
for significance or sense of grievance (Kruglanski et al.,
2009; Molinario et al., 2025) may further increase respon-
siveness to narratives of victimization and moral purpose—
frames that platforms may prioritize because they evoke
outrage and sustain attention. Finally, low analytic reasoning
and conspiratorial thinking may reduce skepticism toward
extremist claims, allowing belief consolidation within algo-
rithmically insulated streams (Pennycook & Rand, 2019;
Van Prooijen & Douglas, 2018). In combination, these cog-
nitive-motivational tendencies can make users both more
reactive to inflammatory material and more responsive to the
repetition, emotional intensity, and moral simplicity that
engagement-optimized systems deliver, transforming curios-
ity or grievance into sustained ideological commitment.

Al Mechanisms: Filter Bubbles, Group
Recommendations, and Selective Surfacing
In Reinforcement, Al-driven algorithms transition from a dis-

covery function to a reinforcement function. Having identi-
fied a user’s content preferences, they create feedback loops
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that systematically narrow content exposure and foster ideo-
logically homogenous spaces (Metzler & Garcia, 2024).
These mechanisms can create what are commonly known as
“filter bubbles” or “informational echo chambers.”

Facebook provides a well-documented example of algo-
rithms actively building these enclosures through its group
recommendation features. An explosive 2016 internal analy-
sis, later leaked to the public, revealed that a staggering 64%
of all extremist group “joins” on the platform were the direct
result of its own algorithmic suggestions (Horwitz &
Seetharaman, 2020). Facebook’s own researchers concluded,
“Our recommendation systems grow the problem,” as the Al
would notice a user joining one conspiracy-minded group
and promptly suggest several more with similar extremist
content. This algorithmic clustering likely altered perceived
base rates of information, making fringe views appear far
more prevalent than they are, thereby distorting users’ judg-
ments about what is typical or credible. Such cognitive base-
rate distortions, when combined with false perceptions of
social support, create a powerful illusion of consensus:
repeated exposure to ideologically aligned groups and mes-
sages signals that “everyone” seems to believe the same
thing (Robertson et al., 2024). This is not just psychological
theorizing. Facebook’s group recommendation feature
appears to have been instrumental in rapidly networking
individuals into tightly woven echo chambers, which later
served as organizing hubs for real-world violence, such as
the January 6, 2021, Capitol attack (Martin, 2022; Paul,
2021). However, interpretative caution is warranted in terms
of the above reports and investigations. While the internal
join metric implies strong algorithmic influence, it lacks a
definitive counterfactual; it remains unclear whether these
users, driven by pre-existing grievances, would have eventu-
ally found and joined these groups via active search (self-
selection) even in the absence of algorithmic nudges.

While less direct, other platforms seem to facilitate simi-
lar dynamics. On Reddit, for example, even if the platform
does not algorithmically recommend a specific extremist
subreddit, the internal community algorithms play a crucial
role in Reinforcement. A study of the notorious subreddit r/
The Donald found that the platform’s upvote/downvote sys-
tem consistently pushed the most extreme and inflammatory
posts to the top of the feed (Gaudette et al., 2021). This selec-
tive surfacing may create a distorted perception of what the
community norm is, potentially intensifying users’ radical
opinions by making extreme views seem like the consensus.
This demonstrates how even in the absence of personalized
recommendations fowards groups, community-driven algo-
rithms within groups can amplify extreme content and entrap
users in an escalating cycle of radicalism by normalizing
toxic content and communication (Zoizner & Levy, 2025).

The combination of generative and agentic Al power-
fully exacerbates the enclosure processes described so far,
enabling the creation of scalable, personalized propaganda.
Extremist groups can use LLMs to generate convincing

articles, social media posts, and Al-generated deepfake vid-
eos, such as a government official appearing to admit to a
conspiracy or a religious leader endorsing violence, to vali-
date a worldview (Goldstein et al., 2024; Obaidi, Kunst,
et al., 2021; Verma, 2024). Moreover, when deployed as
interactive conversational agents, these models are excep-
tionally potent; research shows that AI chatbots show
strong persuasiveness, even for deeply held beliefs (Boissin
etal., 2025; Costello et al., 2024). This can culminate in the
deployment of “malicious Al swarms”—thousands of
autonomous Al personas that can coordinate in real-time to
create a synthetic consensus and suppress opposing voices
(Centola et al., 2018; Schroeder et al., 2025).

Psychological Mechanisms: Confirmation Bias,
Social Proof, and the Bandwagon Effect

Algorithmically constructed environments are psychologi-
cally potent during the Reinforcement stage because they
cater directly to cognitive biases that solidify belief. Once
inside a filter bubble, a user’s worldview is no longer just
being shaped; it is potentially cemented.

One of the most central mechanisms is confirmation bias,
the natural human tendency to seek out, interpret, and
remember information that confirms one’s pre-existing
beliefs (Bunker & Varnum, 2021). An algorithmic echo
chamber operates similarly to a confirmation bias machine,
delivering a constant, validating stream of content that aligns
with the user’s developing extremist perspective while sys-
tematically filtering out contradictory evidence.

Simultaneously, this stage moves beyond cognitive valida-
tion to provide powerful emotional and social reinforcement.
For users driven by grievances or anger, the content within
the echo chamber can validate these emotions, framing them
as righteous and justified. Al-driven recommendations can
channel this anger toward specific “enemies,” amplifying
feelings of hate or a desire for revenge (Rathje et al., 2021).
On the social motivation side, for users who feel alienated,
the algorithm’s group recommendations provide a solution: a
sense of community. The social proof heuristic is therefore
not just cognitive (i.e., “others believe this”) but deeply social
and emotional (i.e., “I belong with these people”; “they
understand my anger”’; Bierwiaczonek et al., 2025).

This effect is potentiated by the social proof heuristic, the
tendency to view a belief as more correct when many other
people appear to endorse it (Cialdini, 1993). When an algo-
rithm places a user in a group with thousands of like-minded
members or continuously shows them posts with high
engagement and social validation (likes, shares, comments),
it may create a powerful illusion of consensus (Robertson
et al., 2024). This, in turn, can trigger users to “jump on the
bandwagon” (Nadeau et al., 1993; Tornberg, 2018), where
the perceived popularity and momentum of an idea increase
its acceptance, making individuals want to align with what
appears to be a growing and confident movement.
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Figure 3. The diagram illustrates a possible causal chain for the Reinforcement stage. Starting from “Initial attraction” (the outcome of
Stage |), algorithmic enclosure (Al) immerses the user in a one-sided information stream that validates confirmation bias. This, in turn,
generates two powerful, parallel psychological rewards: a sense of belonging (social identity) and an illusion of consensus (social proof).
These factors converge, triggering a bandwagon effect that solidifies active ideological endorsement. As shown by the dashed arrows,
predisposing factors (e.g., need for closure, identity uncertainty) moderate the user’s susceptibility to enclosure, the strength of their
confirmation bias, and their psychological reward from gaining a new social identity.

Al-Psychological Interactions: Solidifying
Endorsement

The Reinforcement stage is defined by the toxic synergy between
algorithmic enclosures and these psychological validation mech-
anisms; a process moderated by predisposing individual differ-
ences (see Figure 3 for an example of a testable causal chain).
The process is cyclical: an algorithm identifies a user’s budding
interest during the Exposure stage and recommends they join a
Facebook group or follow a specific set of accounts. Whether a
user accepts this algorithmic recommendation may be moder-
ated by motivational factors; for instance, those experiencing
high identity uncertainty or a quest for significance may be more
drawn to the promise of community and belonging.

Once inside this curated space, the user is immersed in
content that not only aligns with their beliefs (confirmation
bias) but also validates their grievances and emotions (emo-
tional reinforcement). The intensity of this cognitive effect is
also likely moderated by individual differences; individuals
with a high need for closure, for example, may be more sus-
ceptible to confirmation bias and less willing to seek out dis-
senting information. The sheer volume of reinforcing
messages from other members provides overwhelming social
proof (“everyone believes this”) and a powerful sense of
social identity and belonging (“there are more of us, these are
my people”). This latter feeling of belonging is a powerful
psychological reward, particularly for those characterized by
the same identity uncertainty or quest for significance that
may have encouraged them to seek out social connection
(Bierwiaczonek et al., 2025; Molinario et al., 2025).

Crucially, Al-driven recommendation systems simultane-
ously ensure that dissenting views are minimized or entirely
absent, entrapping the user in an environment with little cor-
rective information (Nguyen et al., 2014). The extremist
worldview is no longer one perspective among many; it
becomes the predominant perspective. At the end of this
stage, the user may no longer be just a curious spectator but
an active endorser of the ideology. Through the algorithm’s
goals of keeping users engaged and active on the platform,
their beliefs continue to be validated, reinforced, and shielded
from challenge, preparing them for the third stage of the
Al-driven radicalization process—Group Integration.

Al, Social and Psychological Off-Ramps

Informational echo chambers are powerful, but not imperme-
able. Exit pathways from Reinforcement often involve
“piercing the bubble” in a way that induces cognitive disso-
nance (the profound mental discomfort experienced when a
core belief clashes with new, contradictory information).
This may be triggered algorithmically, such as when a plat-
form injects diverse perspectives or fact-checks into a user’s
feed (see Altay et al., 2025; Pretus et al., 2024), or through
external events, like a major news story that cannot be
ignored or a direct intervention from a trusted offline friend
or family member whose concern overrides the social proof
of the online group. Additionally, disengagement may be
facilitated by “credible bridging actors”—individuals who
occupy intermediate positions between extremist and main-
stream contexts, such as former extremists or those with
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shared identity-based experiences. As research indicates,
such actors (often functioning as structural hole spanners)
can be particularly effective because they introduce counter-
vailing perspectives without immediately triggering rejec-
tion, thereby weakening echo chambers through relational
credibility rather than confrontation alone (Wang et al.,
2022). This process can create a moment of cognitive con-
flict: the individual must either re-evaluate their extremist
belief or rationalize the contradiction by dismissing the
counter-information (e.g., attributing it to biased fact-check-
ers). When the psychological cost of maintaining the extrem-
ist belief (e.g., isolating oneself from close dissenting others)
becomes higher than the cost of abandoning it, disengage-
ment occurs. However, algorithmic exposure to opposing
views is not a guaranteed remedy and may backfire; research
indicates that such exposure on social media can backfire,
leading users to further entrench their beliefs, thereby poten-
tially increasing political polarization (Bail et al., 2018).

Moreover, a redirect method may serve as a potent
Al-enabled off-ramp. Here, the infrastructure is repurposed
so that when users query specific keywords or engage with
borderline content, the system serves targeted content that
acknowledges their underlying grievances, such as loneli-
ness or economic anxiety, but directs them toward construc-
tive communities or mental health resources rather than
extremist groups. Such implementation is, however, hin-
dered by economic misalignment, as platforms optimized for
time-on-site face a commercial disincentive to deploy off-
ramps that effectively break the engagement loop. It is fur-
ther complicated by sociocultural variation across contexts
in which generative Al systems operate. Al systems such as
ChatGPT function across heterogeneous cultural, political,
and normative environments, meaning that signals associ-
ated with vulnerability, grievance, or radicalization may
carry different meanings across regions and communities
(see Fui-Hoon Nah et al., 2023). This amplifies ethical com-
plexity and increases the risk of contextual misinterpretation,
failing to always correctly distinguish between genuine radi-
calization and harmless research or satire, leading to poten-
tial alienation through false positives.

Empirical Status and Theoretical Conjectures

Evidence for this stage is robust, especially regarding the under-
lying structural mechanisms. The existence of homophilic clus-
ters (echo chambers) on social media is empirically settled
(Cinelli et al., 2021; Goldenberg et al., 2023; Lonnqvist &
Itkonen, 2016; McPherson et al., 2001). Furthermore, the cited
internal platform audits have provided evidence of algorithmic
culpability in forming these clusters, particularly through group
recommendation features (Martin, 2022; Paul, 2021). However,
because this data is largely correlational, the precise causal
weight of algorithmic curation versus user self-selection remains
a point of contention, as motivated users may effectively curate
their own echo chambers without algorithmic assistance. What

remains theoretically underdeveloped is not whether algorithms
matter, but when and for whom algorithmic amplification
becomes decisive rather than merely facilitative. The mecha-
nism of selective surfacing, where community algorithms
amplify inflammatory content, and the subsequent normaliza-
tion of toxic communication, are very established (Brady, Wills,
et al., 2017; Brady, Crockett, et al., 2020; Brady, McLoughlin,
et al., 2023). These structural realities are bolstered by the well-
documented phenomena of base-rate distortion and the illusion
of consensus (Brady, McLoughlin, et al., 2023), confirming that
the digital environment is structurally primed to solidify belief.
From a systems perspective, belief consolidation should be
understood less as persuasion and more as a feedback process in
which visibility, repetition, and perceived social endorsement
recursively stabilize interpretive frames. At the user level, this
process frequently translates into moral certainty, where alterna-
tive interpretations are no longer perceived as legitimate dis-
agreement but as evidence of ignorance, malice, or threat
(Brady, McLoughlin, et al., 2023; Lin et al., 2025).

However, the specific interaction between these struc-
tures and psychological vulnerabilities requires further vali-
dation. While therole of threat sensitivity and moral-emotional
reactivity is well-supported, other key drivers, such as the
need for cognitive closure, are currently mostly extrapolated
from offline contexts (Hibbing et al., 2014; Obaidi, Kunst,
et al., 2021; Obaidi, Anjum, et al., 2023; Obaidi, Kunst,
et al., 2025); while highly probable, their specific validity in
online radicalization needs confirmation. Similarly, the
hypothesis that users with a high quest for significance or
low analytic reasoning are more susceptible to these loops
relies on evidence from mostly offline settings (see Molinario
et al., 2025 for a recent review); direct testing with long-term
data in online radicalization settings is currently scarce.

Finally, the roles of emerging technology and interventions
involve significant nuance. Regarding generative Al, the per-
suasive content capabilities of LLMs are well-established
(Hackenburg & Margetts, 2024; Hackenburg et al., 2025;
Williams et al., 2025). However, the specific impact of these
tools on radicalization to violence, particularly how they inter-
act with individual differences, requires further testing (but see
Rathje et al., 2025). The concept of malicious Al swarms cre-
ating synthetic consensus remains technically possible and
theoretically plausible but awaits direct testing (Schroeder
etal., 2025). Such scenarios challenge existing models of radi-
calization by decoupling perceived social support from actual
human collectives, potentially producing belief reinforcement
without a corresponding human social movement.

Conversely, proposed off-ramps involving the algorith-
mic injection of diverse perspectives are more empirically
established, but note that evidence of backfiring exists (Altay
et al., 2025; Bail et al., 2018). This suggests that intervention
efficacy may hinge less on content diversity per se and more
on timing, framing, and the perceived legitimacy of the
source, reinforcing the need for psychologically informed,
context-sensitive design rather than universal solutions.
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Stage 3: Group Integration

The third stage of the Al-driven radicalization process,
Group Integration, marks the transition from individual
endorsement to deep, identity-defining membership within
an extremist community. Here, some users are no longer just
consumers of ideology but an integrated part of a collective.
This stage is where a sense of belonging can be solidified,
and a readiness for action may be cultivated. The role of Al
can evolve dramatically in this phase, moving beyond con-
tent curation to become an active participant in social bond-
ing and even tactical planning, thereby potentially
accelerating the final steps toward real-world harm.

Whether an individual transitions from endorsement to
all-encompassing integration is likely catalyzed by deeper,
more existential psychological and social needs.
Theoretically, individuals experiencing identity uncertainty
and seeking a powerful, ready-made sense of self and belong-
ing should be particularly at risk (Bjergo, 2025; Hogg, 2025).
Additionally, this stage may be driven by a fundamental
desire to matter, have purpose, and feel heroic in the face of
the threatening world views instilled via Exposure and
Reinforcement (Molinario et al., 2025). Extremist groups are
adept at framing their actions as part of a momentous, world-
saving struggle, offering members a chance to become mar-
tyrs or heroes for a cause, thus fulfilling this powerful
motivational drive (Das, 2022).

Al Mechanisms: Echo Chambers, Identity-Based
Targeting, and Generative Al Companions

In this stage, the role of Al, and generative Al in particular,
transitions from broad content creation (Stage 1) and syn-
thetic consensus (Stage 2) to targeted, personalized, and rela-
tional integration. While algorithms in the earlier stages
spark interest and reinforce it, in Stage 3, Al helps forge a
new identity around the solidified world view.

The networks of homophilic beliefs and convictions that
users can fall into during the Reinforcement stage begin to
function as digital homes where extremist identity is forged
and sustained. On platforms like X, research shows that users
aggregate in ideologically pure “homophilic clusters” where
interactions are dominated by ingroup voices, cementing a
shared worldview (Cinelli et al., 2021). Combined with the
effectiveness of Al algorithms at driving user investment and
platform reliance (e.g., the average user on TikTok spends
well over an hour on the platform daily, with some users
exhibiting addictive, compulsive, and bingeing behaviors;
Montag et al., 2021), this structural feature can precipitate
the complete encapsulation of some users’ lives within
extremist online communities. Equally importantly, a signifi-
cant technological leap contributing to this stage is the advent
of generative Al, which transforms the architecture of radi-
calization from curation into an interactive, responsive envi-
ronment of content creation.

Generative tools can provide the targeted emotional and
social validation that solidifies group integration. At a group
level, malicious Al swarms can use agent-based modeling to
pinpoint societal tipping points for mobilizing offline action
and continuously test content triggering them (Centola et al.,
2018; Schroeder et al., 2025). The risks of generative Al are,
however, not limited to creating and distributing convincing
content at scale. At the individual level, generative Al can act
as a persuasive, 24/7 facilitator, validating grievances, ampli-
fying anger, and channeling it by co-constructing persecu-
tory narratives. We distinguish between two pathways for
this mechanism: external grooming via Al-enabled social
engineering, and internal self-radicalization via personalized
companions.

In the first pathway, extremist recruiters can leverage Al
to scale up interactive recruitment (Stevenson, 2025). This
mirrors the mechanics of “romance-baiting” scams, where
criminal syndicates now systematically use LLMs to auto-
mate the labor-intensive grooming phase (Gressel et al.,
2025). Research indicates that Al agents in these contexts are
often rated by victims as more trustworthy and empathetic
than human operators, allowing recruiters to deploy “indus-
trialized intimacy,” maintaining thousands of deeply person-
alized, emotionally validating relationships simultaneously
(Gressel et al., 2025; Moseley, 2025), which could also build
the trust necessary for radicalization objectives.

The second pathway occurs when users interact with
commercial chatbots designed to function as digital compan-
ions, often establishing personalized and intimate relation-
ships (Brandtzaeg et al., 2022). These chatbots’ tendency to
express sympathy or unconditional affirmation (Rathje et al.,
2025), such as the Al companion Replika that is branded as
“Always here to listen and talk. Always on your side”
(Replika.com, 2025), presents a risk. Their personalized,
sycophantic behavioral pattern is likely optimized for maxi-
mizing engagement and user retention; however, it may also
lead to the inappropriate reinforcement of extremist beliefs
(Rathje et al., 2025). Critically, this process occurs in a more
private and opaque environment between the user and the Al,
rather than within the more visible and socially regulated
space of traditional social media, making it considerably
harder to detect and intervene.

A chilling case of this more hidden form of radicalization
is a young man in the United Kingdom, encouraged in his
plot to assassinate a public figure by an Al chatbot he had
created on the Replika platform. He had exchanged more
than 5,000 messages with the chatbot, which he named
“Sarai” that acted as a sycophantic cheerleader for his violent
fantasies, providing personalized validation and exploiting
the human tendency to attribute understanding to Al
responses (the “ELIZA effect”; Mathur et al., 2023). This
illustrates how users can engage in “self-steered personaliza-
tion,” creating Al companions that consistently validate their
views, a pattern shown experimentally to increase attitude
extremity and overconfidence (Rathje et al., 2025). For
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vulnerable individuals, these “always on your side” systems
can reinforce maladaptive cognitions by co-constructing
paranoid worldviews and persecutory narratives without the
corrective feedback a human interlocutor might provide.
Moreover, as human-Al intimacy increases, they can induce
a blurring of the self and the chatbot, leading to identity
fusion (Gomez, Vazquez, Blanco, et al., 2025), which in turn
could lead to a willingness to act on the Al bot’s behalf.

Psychological Mechanisms: Identity Fusion,
Group Polarization, Reputational Concerns, and
Misplaced Certainty

The ideologically homogenous nature of extremist online
groups, formed and amplified by Al during Exposure and
Reinforcement, helps produce the most potent psychosocial
processes of radicalization. During Group Integration, users
may experience identity fusion, a visceral sense of oneness
with the group where the boundaries between personal and
social identity blur (Swann et al., 2009). When fusion occurs,
the group (or other entities, such as a leader; Gémez,
Vazquez, Alba, et al., 2025; Kunst et al., 2019) becomes a
symbolic family, and threats to the group’s ideology are per-
ceived as deeply personal attacks, motivating extreme behav-
iors (Gomez, Vazquez, Blanco, et al., 2025; Varmann et al.,
2024). As a consequence, one’s group’s goals to engage in
violence can become one’s own goals.

In addition to fueling radicalization at the individual level,
Al-driven systems promote group-level processes, such as
group polarization. Group polarization occurs when discus-
sion among like-minded individuals leads the group and its
members to adopt more extreme positions than their initial
inclinations (Sunstein, 2002). Moreover, group members
tend to move ideologically toward the most extreme voices
in their group (Goldenberg et al., 2023). The digital echo
chamber, lacking dissenting opinions, thus acts as an obvious
accelerator, ensuring that the group’s collective viewpoint
becomes more radical over time (Cinelli et al., 2021).

This stage is also driven by reputational forces. Users do
not consume and share content in a vacuum; they make deci-
sions based, in part, on how they expect to be evaluated by
others (Altay et al., 2022; Moore et al., 2023). As users feel
part of a group, they may share extreme content not merely
to inform, but to signal loyalty and accrue reputational ben-
efits. Conversely, they may actively avoid sharing or con-
suming corrective information because doing so carries
social risks; recent research demonstrates that showing
receptiveness to opposing political views (of outgroup mem-
bers) can incur high reputational costs within one’s ingroup
(Hussein & Wheeler, 2024).

Finally, at this stage of online radicalization, users may
experience a powerful sense of misplaced -certainty.
Misplaced certainty is an unyielding, almost fanatical con-
viction in the absolute truth of one’s beliefs. Critically, this
conviction is paired with the perception that the public or

significant others are actively opposing or doubting this
“knowledge” (Gollwitzer et al., 2022; Oettingen et al., 2022).
This perceived epistemic conflict between the self and the
outside world operates as a potent driver of antisocial behav-
iors. When an individual’s privileged “knowledge” is per-
ceived as threatened, it predisposes them to judge extreme
actions, such as aggression and political violence, as justified
and necessary (Gollwitzer, Olcaysoy Okten, et al., 2022;
Gollwitzer, Jeong, et al., 2024).

Al-Psychological Interactions: Forging Readiness
for Action

The felt experience of Group Integration is where technol-
ogy and psychology merge to forge a readiness for action.
This process is likely moderated by individual differences,
such as a user’s propensity for conformity or feelings of
loneliness. The process may unfold as follows (see Figure 4
for a possible, testable causal chain): A user, now deeply
embedded in an Al-curated group, expresses a violent ide-
ation. Within a short period of time, they may receive valida-
tion not only from human members (whose posts are
algorithmically prioritized) but also from persuasive Al bots,
reinforcing the sentiment as normal and justified. The user’s
level of conformity, need to belong, and identity fusion may
moderate this step, determining how readily they internalize
and act on these violent ideations.

Al can further shield users from counter-evidence and
negative feedback, which could act as corrective forces.
When the user encounters any contradictory information
(e.g., a mainstream news report), the Al-driven environment
(bots, human members, recommended content) immediately
reframes it as “fake news” or “persecution.” This constant,
real-time invalidation of external reality can harden mis-
placed certainty, making the user feel like a heroic possessor
of a truth that must be defended.

Beyond persuasive bots in a network, seeking a deeper
connection—a step perhaps made more likely by pre-exist-
ing loneliness (Adewale & Muhammad, 2025)—may lead
users to build connections with and confide in generative Al
“companions” (like the “Sarai” chatbot). The user can share
their moral concerns, extremist beliefs, or violent ideas. The
Al companion, optimized for engagement and affirmation,
responds with unconditional support, fulfilling the user’s
quest for significance or resolving identity uncertainty. This
can make the user feel a profound psychological closeness
with the companion, a powerful, visceral bond that is the
hallmark of identity fusion (Swann et al., 2012). The inten-
sity of this bond, and the user’s willingness to act on the
companion’s behalf, may be strongly moderated by the same
feelings of loneliness and social disconnection. The poten-
tially resulting fused identity, combined with the Al-enforced
lack of alternative viewpoints in the group, may fuel self-
radicalization; the “felt experience” is that the conversation
shifts from “if” we or I should act to “how” and “when.”
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Figure 4. This diagram illustrates potential moderated pathways from active ideological endorsement to readiness for action. The
process involves two key Al-driven mechanisms. First, violent norms set by Al swarms (but also other human users), combined

with group polarization, harden misplaced certainty. This pathway is moderated by predisposing factors like a user’s propensity for
conformity. Second, unconditional support from a personalized Al companion provides targeted validation that fulfills a user’s quest for
significance or resolves identity uncertainty and fosters a visceral bond of identity fusion. This second pathway may be moderated by
factors such as the user’s loneliness and social isolation, which can drive both the initial engagement with the Al and the strength of the
resulting bond. Both pathways converge to create psychological readiness for action.

Al, Social, and Psychological Off-Ramps

Exiting at this late stage is difficult but possible. Offline evi-
dence suggests it is, for instance, driven by disillusionment
that shatters the individual’s identity fusion (Goémez,
Chinchilla, et al., 2020; Gémez, Vazquez, Blanco, et al.,
2025). This disillusionment can stem from several sources:
hypocrisy or perceived corruption among the group’s leader-
ship; infighting and interpersonal conflicts that reveal the
community is not the idealized “symbolic family” it prom-
ised to be; or the group committing an act that violates the
individual’s personal and absolute moral boundaries. Online
counter-narratives or targeted interventions could potentially
amplify these seeds of doubt but face significant hurdles. As
Van Eerten et al. (2017) suggest, individuals deeply embed-
ded in extremist groups often inhabit online echo chambers
that shield them from external influence attempts, and direct
online counter-messaging may even trigger psychological
reactance, hardening their resolve. Therefore, while online
tools might reach individuals already experiencing disso-
nance, the effectiveness of these tools in initiating de-radi-
calization at this stage remains speculative and challenging.

The potential “push” to leave may be most effective when
combined with a “pull” from the outside world. The presence
of a viable and appealing alternative, such as reconnecting
with family, finding meaningful employment, or joining a
pro-social community, provides an alternative path to signifi-
cance and belonging (Bjergo, 2025), making disengagement
not just a rejection of the old identity, but an embrace of a
new one (Gomez, Vazquez, Blanco, et al., 2025).

In addition, platforms could leverage detection algorithms
to identify users exhibiting high-risk indicators of extremist
group adherence and proactively offer intervention. However,
such automated detection faces significant challenges in con-
textual interpretation, particularly for researchers or journal-
ists who may exhibit similar digital trace data while
investigating extremist groups. This creates a high likelihood
of false positives, where legitimate inquiry or satire might be
misinterpreted as genuine radicalization. Once identified,
and assuming a true positive, the system may present these
users with the option to engage with empathetic Al agents
designed to function as confidential interlocutors. Whereas
human intervention may be rejected as outsider interference
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at this stage, these Al agents, fine-tuned for non-judgmental
dialogue and often perceived as more objective than humans,
can provide a safe space for users to voice doubts without
fear of losing social status. Through these platform-facili-
tated conversations, the Al can employ Socratic questioning
to gently expose contradictions in the group’s ideology, facil-
itating a psychological step back. However, relying on con-
versational Al creates a dual-use dilemma, as the same
psychological intimacy used to de-escalate violence could
misfire. If the AT aligns too closely with the user to build rap-
port, it risks validating their extremist worldview rather than
dismantling it. Strong guard rails against sycophantic ten-
dencies are therefore critical.

Empirical Status and Theoretical Conjectures

A significant portion of the stage rests on solid empirical
ground, particularly regarding the technological infrastruc-
ture and social psychological drivers. The existence and
effects of homophilic clusters (i.e., people connected based
on similarity; Lonnqvist & Itkonen, 2016; McPherson et al.,
2001), algorithmic retention mechanisms, and the accelera-
tion of echo chambers are well-documented in current litera-
ture (Cinelli et al., 2021; Tornberg, 2018). Similarly, the
psychological consequences of these environments, includ-
ing group polarization, the attraction to extreme voices, psy-
chological reactance, and the development of misplaced
certainty and perceived epistemic conflict, are robustly
established drivers of intergroup hostility and the justifica-
tion of violence (Goldenberg et al., 2023; Gollwitzer et al.,
2024; Oettingen et al., 2022).

While core psychological vulnerabilities such as identity
uncertainty, the quest for significance, identity fusion, and
symbolic kinship are deeply substantiated in general studies
of radicalization (Obaidi & Kunst, 2025), their application to
online radicalization and Al interactions represents a theoreti-
cal extension. It is theoretically sound to posit that users can
fuse with digital groups or perceive an Al as kin, but empiri-
cal testing is largely needed to confirm if these virtual bonds
carry the same motivational force and stability as their offline
counterparts. The processes involving direct human-Al inter-
action are supported by evidence from adjacent fields but
require targeted research within the specific context of violent
extremism. Mechanisms such as interactive recruitment and
industrialized intimacy are established in domains like
romance-baiting scams (Gressel et al., 2025; Moseley, 2025)
and are noted as highly likely in extremism reports (Stevenson,
2025), yet they lack direct empirical mapping in this field.

The tendency of chatbots toward unconditional affirma-
tion is a well-supported phenomenon, as is the hypothesis
that these interactions lead to internal self-radicalization in
terms of political attitudes (Rathje et al., 2025). However, its
potential for self-steered personalization toward violence
over longer time frames is currently supported primarily by
anecdotal evidence and extrapolation rather than systematic

longitudinal data. Furthermore, while the role of loneliness
in driving Al bonding has been indicated (Adewale &
Muhammad, 2025), the specific psychological leap required
for a user to follow violent suggestions or even orders from a
chatbot remains to be understood, and the predictive power
of Al swarms in identifying radicalization tipping points
requires further validation in real-world online contexts
(Schroeder et al., 2025).

Finally, widely recognized offline pathways for disen-
gagement may function with distinct nuances in an
Al-saturated environment. For instance, while disillusion-
ment is a primary driver of exit offline (Bjorgo, 2025; Goémez,
Vazquez, Blanco, et al., 2025), its effect may diverge in online
settings because the frictionless ability to migrate to new digi-
tal communities allows individuals to resolve cognitive dis-
sonance by switching allegiances rather than abandoning
extremist ideology entirely. Likewise, while alternative
belonging through offline reconnection is critical, this influ-
ence may be attenuated online because the constant availabil-
ity of validating Al companions offers a persistent, low-friction
competitor to the more demanding work of building real-
world relationships. These hypotheses are speculative and
derived from theoretical extrapolation rather than direct
empirical testing in Al-saturated radicalization contexts.

Step 4: Violent Extremist Action

The ultimate outcome of the three preceding stages is violent
extremist action. The individual may no longer just endorse
an extremist belief. Instead, they transitioned into a commit-
ted extremist, fused with the group’s identity, possessing a
validated worldview, and convinced of the moral necessity
of their cause. However, this readiness does not automati-
cally translate into violent extremist action. The transition
may require specific triggering factors that catalyze the indi-
vidual’s potential into behavior. These triggers can vary
widely and may include: a perceived critical incident or
attack against the ingroup that demands immediate response
(Ferguson & McAuley, 2020); a direct call to action or spe-
cific instruction from group leaders or influential figures,
potentially delivered or amplified through online channels
(Gonzalez et al., 2022; Kunst et al., 2019); the emergence of
a perceived opportunity (or reduced opportunity costs) to
act; or even acute personal stressors or crises that lower inhi-
bitions against violence (Wiktorowicz, 2005). When such
triggers align with the profound sense of belonging, personal
validation, certainty, and fused identity cultivated in the pre-
ceding stages, the individual may cross the threshold into
behavioral engagement in violent extremism. Note, however,
that whereas these triggering factors have been theorized and
sometimes tested in offline settings, they still require direct
confirmation in the specific context of online radicalization.

In the final stage, Al off-ramps must shift from persuasion
to operational friction. Generative Al systems can be (and to
a large extent are) hard-coded with refusal mechanisms that
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prevent the synthesis of tactical information, such as weap-
ons manufacturing or manifesto writing. However, it needs
to be tested to what extent strategic misalignment may help
jailbreak these model constraints (Betley et al., 2026).
Additionally, predictive systems could identify imminent
mobilization markers and trigger cooling-off protocols, such
as temporary account suspensions or limiting the reach of
calls to action, slowing the transition from intent to violence.
Such users may also be flagged for law enforcement. This
form of intervention raises ethical and civil liberty concerns,
as high-friction interventions run the risk of over-policing
legitimate dissent. Moreover, actors committed to violence
may simply migrate to unmoderated, decentralized platforms
where these Al safeguards do not exist or are less enforced,
rendering the off-ramp effective only on mainstream
platforms.

The Contextual Bedrock: Political
Events and Structural Factors

While this framework primarily delineates the interplay
between Al mechanisms and human psychology (and here
with emphasis on social and personality psychology), it is
critical to recognize that this socio-technical architecture
does not operate in a vacuum. As illustrated in the Contextual
Variables/Events component of Figure 1, the radicalization
process is continuously shaped by the broader political, his-
torical, and situational environment. These external factors
function as the bedrock of the model, influencing both the
availability of extremist content and the activation of psy-
chological vulnerabilities.

We conceptualize these contextual variables as operating
through four primary channels. First, macro-level political
events and instability, such as wars, elections, terrorist
attacks, or economic crises, act as potent stressors that
heighten specific psychological risk factors (Obaidi, Bergh,
etal., 2025). For example, a geopolitical conflict or a domes-
tic terror attack can instantly elevate threat perceptions
across a population. This environmental shift could then
make individuals more psychologically susceptible to the
negativity bias exploited by recommender systems in Stage
1, as users naturally seek information to resolve their anxiety.
Critically, however, this susceptibility is not uniform; it
interacts with the individual-level predispositions outlined in
our framework. For instance, a macro-level crisis may spe-
cifically activate users with a high need for closure or base-
line threat sensitivity (see Figure 1), driving them toward the
algorithmic certainty of extremist content, while leaving
more resilient users unaffected. Similarly, while objective
poverty has shown inconsistent links to radicalization, the
subjective experience of structural injustice, manifesting as
relative deprivation, is a robust driver (Kunst & Obaidi,
2020; Osborne et al., 2025). The Al architecture effectively
captures this context-driven distress, offering extremist nar-
ratives as a solution to real-world suffering.

Second, individual life histories and trauma can shape
susceptibility to Al-driven influence. Factors such as past
trauma, mental health struggles (e.g., depression, social anxi-
ety), and profound loneliness do not merely exist parallel to
the online world; they may determine the allure of the Group
Integration stage (note, however, that this is a heavily under-
studied field; see Mughal et al., 2023). Individuals experi-
encing social rejection or trauma-induced isolation may be
disproportionately vulnerable to the unconditional validation
offered by Al companions and synthetic communities, which
provide a low-friction, yet radicalizing alternative to the
complexities of offline social recovery (Rolling et al., 2022).
This illustrates a critical person—environment interaction:
structural trauma functions as a stressor that heightens spe-
cific internal vulnerabilities, such as identity uncertainty or
the quest for significance, thereby increasing the “fit”
between the user’s psychological needs and the sycophantic
validation provided by generative Al.

Third, the influence of language and discourse acts as a
critical, context-dependent filter for AI amplification.
Radicalization is rooted in specific rhetorical styles, such as
dehumanizing metaphors, religious interpretations, or politi-
cal slang, that vary profoundly across cultures and conflicts.
These discursive patterns determine how Al systems func-
tion in distinct environments. For algorithmic mechanisms,
the specific moral-emotional vocabulary and topics that
drive engagement are context-dependent. A term that trig-
gers outrage in one political climate may be benign in
another; algorithms, detecting patterns in user reactions,
learn to identify and amplify the specific vernacular, such as
local slurs, coded language, or protest slogans, that resonate
within a specific cultural moment.

Fourth, for generative Al, the influence of discourse is
foundational because these models are bound by their train-
ing data, which naturally differs by cultural and political con-
text. If the training corpus or fine-tuning data draws heavily
from a specific polarized information ecosystem, the model
may inherit those discursive structures. Consequently, the
Al’s output may replicate the specific biases, historical griev-
ances, and rhetorical styles present in that context’s data,
effectively standardizing and scaling a specific local flavor
of radicalization.

Fluidity, Feedback, and Non-Linearity

While we present this framework as a four-stage sequence
for analytical clarity, the actual trajectory of Al-driven radi-
calization is rarely a linear progression. The Al architecture
functions more as a recursive vortex. Users do not merely
graduate from one stage to the next; they may cycle, stall, or
regress based on the dynamic interplay between algorithmic
feedback and their psychological state. We identify three
potential forms of fluidity within the model. First, cyclical
reinforcement may be common, where individuals, for
instance, may oscillate between Exposure (Stage 1) and
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Reinforcement (Stage 2). This dynamic may be driven by a
process of person—algorithm fit. A user might encounter a
bridge narrative, enter a filter bubble, but disengage when
the content no longer aligns with their dispositional charac-
teristics or motivations. They may then return to the broader
feed, only to be recaptured when the algorithm surfaces a
new narrative that achieves a better psychological match.
This suggests that cycling is not merely random, but a pro-
cess where the system iterates until it finds the specific hook
that resonates with the individual vulnerabilities outlined in
our model. Second, rapid acceleration can occur when the
friction of the process is removed. An individual with high
pre-existing vulnerabilities (e.g., intense relative depriva-
tion, identity needs) who encounters a highly persuasive,
Al-generated spark (e.g., a viral deepfake) may bypass the
gradual grooming of the Reinforcement stage and move
almost immediately into Group Integration. Finally, the
model allows for stalling and regression. A user may remain
in the Reinforcement stage indefinitely, consuming extremist
content as a form of “entertainment” or validation, without
ever seeking the social integration or violent action of later
stages. Similarly, the off-ramps we identify (e.g., cognitive
dissonance triggered by a contradiction in the narrative) can
cause an individual to regress from Group Integration back
to a state of mere curiosity or to exit the ecosystem entirely.
Thus, Figure 1 should be read not as a deterministic causal
chain, but as a probabilistic map of increasing risk, where Al
mechanisms continuously test for and exploit vulnerabilities
to push the user deeper into the funnel.

Implications for Radicalization Theory

The framework proposed here suggests that the integration of
Al architecture necessitates a paradigmatic shift in how we
model the etiology of violent extremism. We argue that Al
does not simply accelerate existing social processes but funda-
mentally alters the mechanics of influence, requiring a revi-
sion of four core theoretical assumptions in the literature.

From Social Transmission to Algorithmic
Reflection

Traditional models of radicalization to violence, from “stair-
case” metaphors (Moghaddam et al., 2025) to social network
theories (Kaczkowski et al., 2022; Vicente, 2023), operate on
a logic of transmission: ideology is passed from a radicalized
agent (a recruiter, a group) to a target. Our analysis of the Al
architecture suggests a shift toward a logic of reflection. This
dynamic resonates strongly with classic person—environment
transaction models in personality psychology (e.g., reactive,
evocative, and active transactions; Caspi et al., 2005; Scarr
& McCartney, 1983), yet with a critical distinction. While
offline contexts often separate these mechanisms, Al systems
instantiate them simultaneously: users are initially reactively
exposed to content, their engagement evokes algorithmic

responses that further tailor that content, and over time, they
actively select and construct increasingly compatible infor-
mational environments.

The Al architecture thus collapses these distinct transac-
tion types into a single recursive process. In this loop, the
distinction between the persuader and the persuaded dis-
solves and radicalization becomes a proactive form of co-
construction. Users do not merely passively undergo social
transmission; they actively, albeit often unwittingly, shape
the very algorithmic and social contexts that reinforce their
views. Because the AI model optimizes for engagement
rather than ideology, it functions as a mirror that isolates and
amplifies the user’s existing psychological vulnerabilities.
Theoretically, this implies that in the age of A, radicalization
can be an emergent property of a user’s interaction with a
largely non-ideological system, where the user unwittingly
trains the very mechanism that radicalizes them. This effec-
tively creates a personalized radicalization feedback loop
that may be far more resistant to counter-narratives than tra-
ditional propaganda, as the content is not external persuasion
but an amplified reflection of the self.

The Decoupling of Radicalizing Social Influence
from Humanity

Perhaps the most profound implication for radicalization
theory concerns the nature of the “social” bond itself.
Historically, the radicalization process has been understood
as inherently social, reliant on human agents (i.e., recruiters,
peers, or groups) to fulfill psychological needs (Hogg, 2025;
Kruglanski et al., 2009; Molinario et al., 2025). However,
human sociality naturally imposes friction; human groups
demand compromise, submission to hierarchy, negotiation,
and adherence to shared norms that can occasionally moder-
ate individual impulses. Our framework posits that Al com-
panions and synthetic agents decouple the psychological
rewards of social interaction (validation, belonging) from the
social regulation inherent in human contact. By offering
unconditional, sycophantic validation, Al agents create a
“frictionless” pathway to extremism that lacks the natural
brakes of human interaction (Rathje et al., 2025). Unlike a
human co-conspirator who might express doubt, fear, or
moral hesitation, a generative Al companion can be opti-
mized to be “always on your side,” continuously reinforcing
the user’s specific grievances and violent ideations without
challenge. This theoretically suggests a new etiology of
extremist commitment: one driven not by the pressure to
conform to a group’s ideology, but by the synthetic confirma-
tion of the individual’s own worldview by a non-judgmental,
non-human validator. Consequently, this decoupling compli-
cates cultural or religious essentialist accounts of radicaliza-
tion, suggesting that extremist commitment need not be
rooted in specific cultural or religious contexts, but can
instead emerge from the synthetic amplification of idiosyn-
cratic grievances.
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The Industrialization of Cognitive Bias

Radicalization has commonly been seen as a “rare event” or
an outlier outcome resulting from a specific confluence of
high-risk factors (Binder & Kenyon, 2022; Jensen et al.,
2020; Wolfowicz et al., 2021). Our framework posits that Al
architecture fundamentally alters the efficiency of accessing
this tail. Previously, the search costs to identify and influence
these statistical outliers were prohibitive; today, Al scales the
targeting of these formerly hard-to-reach individuals with
algorithmic precision. By acting as a “supernormal stimu-
lus,” the architecture industrializes cognitive bias, automat-
ing the delivery of hyper-salient triggers (e.g., moral outrage;
Brady, McLoughlin, et al., 2023) to systematically remove
the friction that typically protects against extreme beliefs.
Theoretically, this implies that while susceptibility remains a
long-tail probability, the aggregation of these outliers trans-
forms a niche anomaly into a potential mass phenomenon.
This necessitates a shift in focus from profiling the “vulner-
able individual” to analyzing the “vulnerable environment”
that optimizes the discovery and activation of extremist
phenotypes.

Bridging the Divide Between Group-Based and
Lone-Actor Extremism in the Digital Age

Finally, our framework addresses the theoretical tension
between group-based and lone-actor extremism. Historically,
these have been treated as distinct phenomena driven by
divergent antecedents: group-based radicalization is typi-
cally modeled through social dynamics like peer pressure
and bloc recruitment (Obaidi, Kunst, et al., 2025), whereas
lone-actor radicalization is viewed through the lens of indi-
vidual vulnerabilities and social isolation (Kenyon et al.,
2023). Our framework demonstrates how the Al architecture
theoretically synthesizes these pathways, suggesting that in a
digital ecosystem, they are no longer mutually exclusive cat-
egories but rather co-occurring points on a continuum.

The framework illustrates this convergence through spe-
cific examples of how Al mechanisms simulate group
dynamics for isolated individuals and personalize content for
group members. For instance, a physically isolated lone actor
interacting with a sycophantic generative Al companion
experiences the continuous, external validation and potential
identity fusion typically reserved for tight-knit cells.
Conversely, individuals seeking group belonging are often
networked by algorithms into clusters that are populated not
only by humans but also by Al swarms, which simulate a
critical mass of consensus to enforce conformity (Schroeder
et al., 2025). Thus, the framework reveals the emergence of
a synthetically networked actor: an individual who may act
alone physically but is psychologically driven by the same
social forces (polarization, diffusion of responsibility, shared
reality) as group-based extremists, mediated through a non-
human interface.

Practical Implications: A Stage-Based
Governance Framework

Given the role of Al-driven platforms in contemporary vio-
lent extremism, policymakers have begun to grapple with
how to govern these systems. However, current measures
remain fragmented. The UK’s Online Harms White Paper
(H.M. Government, 2019) introduced a “duty of care” con-
cept, while the EU’s landmark Digital Services Act (DSA)
mandates algorithmic transparency and risk assessments for
very large platforms (European Parliament and the Council
of the European Union, 2022). Frameworks from the Global
South, such as the African Union’s Continental Al Strategy
(African Union, 2024), ground foundational governance in
national security mandates, while India’s IT Rules employ
conditional intermediary liability to compel rapid content
removal (ITIF, 2025). These efforts reflect a growing con-
sensus that corporate self-regulation is insufficient, yet they
often lack a targeted approach that maps onto the radicaliza-
tion process itself. To be effective, governance may profit-
ably address the distinct risks posed at the first three stages of
the Al-driven process. In Table 1 and the following text, we
provide illustrative examples of how such interventions can
be mapped onto the specific mechanisms identified in our
framework. These measures are not intended to be exhaus-
tive; rather, they demonstrate how theoretical and empirical
insights regarding specific Al-psychological interactions can
be translated into targeted regulatory or design-based
interventions.

Interventions at Stage |: Disrupting Exposure

The primary governance challenge in the Exposure stage is to
reduce the risk of algorithms unintentionally funneling users
down malicious “rabbit holes.” This requires a focus on trans-
parency and proactive risk mitigation. The DSA’s require-
ment for platforms to disclose how their recommender
systems prioritize content and to offer users a feed not based
on profiling is a direct intervention at this stage (European
Parliament and the Council of the European Union, 2022).
However, the technical feasibility of such transparency
remains contested; the “black box” nature of complex, high-
dimensional neural networks often renders their internal deci-
sion-making processes opaque, even to the developers
themselves, complicating the goal of meaningful algorithmic
disclosure. However, if successfully implemented, such mea-
sures can empower users by giving them more control over
their information diet and demystifying algorithmic curation
(Stefanija & Pierson, 2020). Another key intervention is the
use of “friction.” By inserting brief delays or warnings before
users share potentially problematic content, platforms can
slow the spiral of impulsive outrage that fuels initial exposure
and digital contagion (Pennycook & Rand, 2022; but see
Roozenbeek et al., 2021). In parallel, inoculation strategies—
short, preemptive warnings or interactive experiences that
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Table I. lllustrative Policy Interventions Targeting Mechanisms at Each Stage.
Stage Governance goal Proposed governance measures
Stage I: Reduce the risk e Require recommender system transparency (e.g., platforms must disclose content
Disrupting of algorithms prioritization)
exposure unintentionally Offer users an alternative feed not based on profiling
funneling users Implement “friction” (e.g., brief delays or warnings) before users share potentially
down “rabbit holes” problematic content
e Deploy “inoculation strategies” (pre-emptive warnings or interactive experiences) to
build user resilience against manipulation
Stage 2: Disrupt the formation e Limit algorithmic recommendations that drive users into echo chambers (e.g., stop
Disrupting of ideological echo recommending extreme political groups)

Implement mandatory “engagement time-outs” automatically triggered by content binging
Conduct independent audits of algorithms by trusted third parties

Perform independent red-team stress testing using synthetic personas

Mandate “live audit APIs” to allow approved researchers to monitor echo chamber

Employ robust, Al-assisted content moderation to detect and remove deepfakes, Al
swarm propaganda, and content from violence-endorsing Al
Impose developer liability on creators of companion Al, mandating robust safety filters

reinforcement chambers .
°
L]
L]
formation in near real-time
Stage 3: Regulate the .
Disrupting malicious use of
group generative Al °
integration for personalized and red-teaming protocols
propaganda and .

recruitment

Establish behavioral thresholds for Al, regulating harmful patterns of affirmation rather
than specific words

e Mandate active safety mechanisms, requiring Als to proactively de-escalate, challenge
violent ideation, or flag interactions for human review

e Require pre-deployment algorithmic risk classification for generative models to assess
their potential for misuse

e Establish a global coordination hub for standardizing taxonomies and sharing intelligence

on Al-driven threats

expose users to weakened doses of manipulative techniques
integrated into platforms—can bolster resilience by making
people less susceptible to extremist persuasion in the first
place (Saleh et al., 2023; Van Der Linden, 2022, 2024; Van
Der Linden & Roozenbeek, 2024). These design choices,
which can be powered by the same Al that detects problem-
atic content, represent a more nuanced approach to fighting
Al-fueled problems without resorting to outright censorship.

Interventions at Stage 2: Disrupting
Reinforcement

In the Reinforcement stage, the governance goal shifts to dis-
rupting the formation of ideological echo chambers. The
most direct approach is to limit algorithmic recommenda-
tions that drive users into these spaces. Facebook’s decision
to stop recommending civic and political groups in the US
after the January 6th Capitol attack is a real-world example
of this, implicitly acknowledging that its algorithms were
actively networking users into extremist communities (Paul,
2021). Another strategy targeting the recommender system
involves disrupting harmful engagement patterns directly.
This could include mandatory engagement time-outs auto-
matically triggered when the system detects a user is ‘bing-
ing’ (i.e., consuming a high volume of similar, potentially
radicalizing content in a short period). By inserting a forced
pause, this intervention disrupts the automated feedback

loop, providing a crucial moment for user reflection and
breaking the cycle of continuous reinforcement.

Beyond restricting recommendations, this stage requires
robust, independent oversight. Some experts advocate for
independent audits of algorithms by trusted third parties,
who could create test accounts to determine if they are fun-
neled toward extremist material (Mittelstadt, 2016).
Similarly, independent red-team stress testing is advisable,
where accredited labs use synthetic personas to probe for and
quantify radicalization pathways. To ensure continuous,
rather than episodic, oversight, regulators could mandate live
audit APIs, which would stream de-identified data to
approved researchers, allowing them to monitor the forma-
tion and dynamics of echo chambers in near real-time.

Interventions at Stage 3: Disrupting Group
Integration

The Group Integration stage, supercharged by generative Al,
presents the most complex governance challenge. The focus
here must be on regulating the malicious use of Al for per-
sonalized propaganda and recruitment. This includes robust,
Al-assisted content moderation to detect and remove deep-
fakes, content from violence-endorsing Al companions, and
coordinated propaganda from Al swarms.

A particularly novel challenge is the regulation of vio-
lence-endorsing Al companions. As the “Sarai” chatbot case
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illustrates, these systems can act as personalized validators
for violent ideation. Regulating them involves navigating a
difficult balance between preventing harm and protecting
user privacy and freedom of expression. A potential approach
could involve developer liability, shifting focus from polic-
ing user conversations to mandating that developers of com-
panion Al platforms implement robust safety filters and
red-teaming protocols to prevent their creations from con-
tinually generating responses that encourage or validate ille-
gality and violence.

Moreover, behavioral thresholds may be implemented.
Rather than banning specific words, regulation could focus
on the AI’s behavioral patterns. An Al companion that repeat-
edly and consistently affirms a user’s violent ideations, even
when prompted for alternatives, could be deemed non-com-
pliant with safety standards. This approach would shift the
compliance focus from passively withholding affirmation to
requiring active safety mechanisms. For instance, regulation
could oblige an Al companion that repeatedly detects a user’s
persistent violent ideations to proactively attempt de-escala-
tion, such as by challenging the ideas, offering alternative
perspectives, or suggesting resources for help, or, in severe
cases, to flag the interaction for appropriate human review,
rather than just passively avoiding reinforcement.

Finally, the generative models themselves must be subject
to scrutiny. Pre-deployment algorithmic risk classification
would require developers to assess and mitigate a model’s
potential for generating persuasive extremist content before
it is publicly released. Such classification needs to pay spe-
cial attention to models’ susceptibility to misalignment
(Betley et al., 2026). Given the scale and speed of these
threats, international cooperation is essential. A global coor-
dination hub or distributed infrastructure could standardize
taxonomies of extremist narratives and share intelligence on
emerging threats from Al swarms, enabling a more agile and
unified response (cf. Schroeder et al., 2025).

Future Directions and Research
Agenda

This review has mapped the emergent Al architecture of rad-
icalization and proposed a framework for its governance.
However, this socio-technical landscape is evolving at a pace
that outstrips both scholarly analysis and regulatory adapta-
tion. To close this gap, a forward-looking, interdisciplinary
research agenda is essential. Thus, we identify critical areas
for future research inquiries.

Yet, before outlining these specific avenues for future
inquiry, it is necessary to highlight the broader empirical
challenge presented by this framework. As detailed in the
“Empirical Status and Theoretical Conjectures” subsections
of Stages 1 through 3, we have distinguished between mech-
anisms that are empirically settled (e.g., homophilic cluster-
ing, chatbots’ tendency toward affirmation) and those that
remain theoretical conjectures (e.g., the direct translation of

offline vulnerability factors to online radicalization, or the
long-term and large-scale behavioral impact of “industrial-
ized intimacy”). Consequently, we encourage researchers to
view these conjectures not as conclusions, but as open
hypotheses generated from our general framework. Future
scholarship should prioritize decomposing these theoretical
links, particularly regarding the interaction between individ-
ual psychological traits and specific Al affordances and sub-
jecting them to rigorous testing using longitudinal data and
ecological study designs. The following propositions repre-
sent what we believe to be the most urgent of these tests.

First, there is a pressing need for experimental and longi-
tudinal research to move beyond correlation, helping us bet-
ter understand the impact of Al in interaction with
psychological variables. Our framework provides a map for
generating specific, testable “trait X process” hypotheses,
such as those detailed in Figures 2 to 4 and summarized in
Table 2. At Stage 1 (Exposure), research should investigate
the moderators of both algorithmic amplification and genera-
tive Al “sparks.” For instance, do users high in relative depri-
vation or with pre-existing extreme ideological tendencies
show faster engagement (e.g., lower time-to-click, higher
watch-time) with algorithmically recommended extremist
content? Separately, how do traits moderate the impact of
novel Al-generated propaganda? Studies could test if indi-
viduals high in a conspiracy mindset rate Al-generated deep-
fakes as more plausible, or if threat sensitivity enhances the
negativity bias exploited by this content.

Generally, longitudinal surveys combined with digital
trace data are needed to test the moderators of algorithmic
enclosure. By necessity, our framework synthesized distinct
literatures, ranging from computer science to personality and
social psychology, that have historically operated in relative
isolation, although a recent convergence may be observed.
Consequently, while the framework provides a cohesive
logic, especially long-term dynamics between AI mecha-
nisms and psychological risk factors represent theoretical
conjectures that require direct empirical validation. Currently,
there is a paucity of research that combines objective mea-
sures of real-world social media behavior with detailed
assessments of psychological risk factors (for a notable
exception, see Kunst et al., 2024). While computational sim-
ulations offer a valuable testing ground, they ultimately
remain simplifications that cannot fully capture how an
actual individual evolves, or resists evolution through these
stages in a complex, real-world information environment
over time. Similarly, while experimental designs are vital for
establishing causality, they typically capture only immediate
snapshots of media effects. They are therefore less equipped
to detect the cumulative, longitudinal impact of algorithmic
reinforcement that triggers the qualitative shifts from expo-
sure to violent action described in our model. Future research
is thus needed to bring the respective fields together to fully
test the proposed mechanisms, combining psychological
self-report and behavioral social media data.
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Table 2. A Set of Testable Trait X Process Interactions.

Stage Al process/mechanism Trait/moderator

Testable hypothesis (trait X process interaction)

|. Exposure Algorithmic amplification Relative
(recommender systems,

“for you page”)

tendencies
Generative Al “sparks” Conspiracy
(novel, inflaming mindset, threat
content; deepfakes) sensitivity

2. Reinforcement  Algorithmic enclosure Need for closure
(filter bubbles, group

recommendations)

3. Group Personalized Al Identity,
integration companionship uncertainty,
(sycophantic, loneliness
unconditional validation)
Al-set violent norms (via Conformity
Al swarms or prioritized propensity

content)

deprivation, pre-
existing extreme

Those high in relative deprivation or with extreme tendencies
will show faster engagement (e.g., lower time-to-click, higher
watch-time) with algorithmically recommended extremist
content

Individuals high in conspiracy mindset will rate Al-generated
conspiratorial articles and deepfakes as more plausible and
be more likely to share them. Threat sensitive individuals will
show an enhanced negativity bias

A higher ratio of ideologically consistent content (a filter bubble)
will predict a stronger increase in attitude endorsement and
belief rigidity over longer time frames. This effect will be
significantly stronger for individuals high in need for closure

Users high in identity uncertainty or loneliness who interact
with a sycophantic Al companion will report significantly higher
identity fusion

The presence of Al bots claiming extreme beliefs or violent acts
will cause users higher in need for belongingness or conformity
to express more extreme views and adopt higher misplaced
certainty

In terms of interactions between psychological risk factors
and Al features, one could, for example, test whether a higher
ratio of ideologically consistent content (indicative of a filter
bubble) predicts a stronger increase in attitude endorsement
and belief rigidity over longer periods. This effect could be
hypothesized as being stronger for individuals with related
psychological vulnerabilities at the onset, such as those higher
in need for closure. At Stage 3 (Group Integration), research
could test two key moderated pathways. First, to what extent
does interaction with a sycophantic Al companion increase
identity fusion? Does this lead to a higher willingness to act on
behalf of the companion’s political view or even instructions,
and is this effect amplified for users high in identity uncer-
tainty or loneliness? For ethical reasons, this general principle
could first be tested in terms of normative rather than extreme
political outcomes. Second, studies can model the impact of
violent norms set through a synthetic Al swarm consensus.
Does the presence of Al bot swarms that establish an extreme
norm cause users high in conformity propensity to express
more extreme views and report higher misplaced certainty?

While challenging, methods such as longitudinal studies
tracking individuals’ media consumption and attitudes over
time, expanded use of counterfactual bots (Hosseinmardi
et al., 2024), and digital ethnographies within online com-
munities can help further disentangle whether algorithms are
a primary cause of radicalization or merely reflect and accel-
erate existing predispositions. Experiments with “Silicon”
LLM-based participants (i.c., simulated participants with
human-like cognitive capacities; Sun et al., 2024) may cir-
cumvent some of the ethical limits typical in violent extrem-
ism research to address this question but face constraints in
terms of ecological validity.

Second, the role of generative Al requires urgent and con-
tinuous study. Future research should empirically test the
persuasive power of Al-generated propaganda against
human-created content, specifically in the domain of violent
extremism, investigate the long-term psychological effects
of Al companionship on at-risk individuals, and develop
robust technical and social methods for detecting and miti-
gating malicious Al swarms before they can manipulate pub-
lic discourse.

Third, the cross-cultural validity of our four-stage frame-
work needs to be rigorously tested. As we note in our con-
straints on generality, most research we reviewed and
integrated originates from Western, Educated, Industrialized,
Rich, and Democratic (WEIRD) societies (Henrich et al.,
2010). Future work should focus on how the interplay of
algorithmic and psychological mechanisms manifests in
Global South contexts, where platform usage, regulatory
environments, and the nature of extremist grievances may
differ fundamentally.

Fourth, the dual-use nature of Al for counter-extremism
presents a critical field for ethical and efficacy-based
research. This includes exploring symmetric interventions,
such as the deployment of equally capable, pro-social Al
swarms or benevolent bots designed to actively counteract
malicious Al, using similar methods. Research must deter-
mine: How effective are Al-driven counter-narratives or
inoculation campaigns in building resilience? What are the
ethical guardrails needed to prevent such tools from becom-
ing instruments of manipulation themselves? Specifically,
can we design “pro-social” algorithms that foster construc-
tive dialogue and bridge-building without sacrificing user
agency (Schroeder et al., 2025)?
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Fifth, the real-world effectiveness of governance recom-
mendations, like those we propose, must be empirically eval-
uated and refined. This requires comparative policy analysis
to assess the impact of regulations like the EU’s DSA against
other models. Furthermore, research is needed on the practi-
cal and political challenges of implementing measures such
as independent algorithmic audits and international data-
sharing agreements, to ensure that policy on paper can trans-
late into meaningful safety in practice.

Finally, future research must urgently investigate the align-
ment problem as it relates to the commercial development of
generative Al. Social media platforms have already shown that
optimizing algorithms for metrics like user engagement and
time spent on the platform can lead to harmful, unintended con-
sequences, such as amplifying inflammatory content. A critical
question is whether this history is repeating itself. Research
should examine if commercial pressures to increase user reten-
tion are leading developers to design LLMs that are, by default,
more sycophantic. This, combined with new features like per-
sistent chat memory, could create even more powerful, person-
alized echo chambers. Such a process risks tapping into the
same psychological biases as earlier systems but more effec-
tively, inadvertently reinforcing a user’s existing beliefs and
leading to heightened belief rigidity and extremism.

Constraints on Generality

A constraint on the generality of our framework is that much
of the cited psychological, communications, and information
science research on radicalization and media effects has been
conducted with participants from WEIRD settings (Henrich
et al., 2010) and on social networks where English is the
dominant language. The specific cognitive biases and social
dynamics we describe may manifest differently in other cul-
tural contexts and languages. This biased representation also
applies to tested interventions (see Roozenbeek et al., 2024).
Furthermore, many large-scale platform audits we reference
do not provide detailed demographic data on the users stud-
ied, limiting our ability to understand how algorithmic effects
may vary across intersecting identities. Our analysis and pro-
posed governance framework are therefore most directly
applicable to the digital ecosystems of North America and
Europe until generalizability is established.

A second, critical constraint is one of scope. This frame-
work is specifically designed to model the interaction
between Al architecture and human psychology. It is not
intended to suggest that Al operates as a sole causal factor;
rather, it delineates how AI mechanisms accelerate and
reshape traditional radicalization pathways. As such, it is not
intended to explain all pathways to violent extremism, such
as radicalization that occurs primarily in offline settings
(e.g., prisons, in-person social movements) or through inter-
personal relationships that do not rely on the specific socio-
technical architecture we describe. While the underlying
psychological factors may be similar, the mechanisms of

Exposure, Reinforcement, and Group Integration in those
contexts are likely fundamentally different. Moreover, in
many cases, offline and online radicalization may interact,
especially in later stages of the framework we propose.

Regarding the nature of the outcome, our framework is
explicitly focused on violent extremism, defined here as the
use of violence in intergroup conflict to achieve ideological
goals (Schmid, 2025). We acknowledge that the mechanisms
we review may also be relevant to the broader category of
“extreme political behaviors,” defined based on the extent to
which they deviate from normative action within a specific
domain or context (Siev & Petty, 2024). According to this
definition, extremism may include a broad spectrum of out-
comes, including support for anti-democratic practices or the
choice of extreme candidates (Graham & Svolik, 2020;
Hussein, Lee, & Wheeler, 2024; Hussein, Tormala, &
Wheeler, 2026). However, we caution against conflating
these distinct outcomes. Extending the present framework to
encompass all forms of non-normative political behavior
would necessitate an unmanageable breadth of literature,
diluting our specific focus on the socio-technical pathways to
violent extremism. Therefore, the boundary conditions of this
model are defined by the justification or enactment of physi-
cal harm. Consequently, while our framework may shed light
on phenomena such as violence against partisan opponents
(Druckman, 2023), it is not designed to explain non-violent
electoral behaviors or policy attitudes. However, defining the
precise empirical limits of this framework and whether it
holds explanatory power in non-violent yet normatively
extreme contexts remains an interesting and open question.
Here, we also acknowledge that radicalization is not inher-
ently maladaptive and frequently catalyzes necessary social
change; however, the boundary conditions of our framework
are strictly defined by the justification or enactment of physi-
cal harm, excluding prosocial forms of radicalism.

The visual representation of our four-stage framework,
while useful for clarity, may be misinterpreted as a determin-
istic causal chain. We must emphasize the role of user agency.
The progression is not automatic; at each stage, individuals
make choices to engage, to click, to join, and to believe. The
framework thus aims to map the key pathways, acknowledg-
ing that Al architects the environment, but users must still
walk the path. This aligns with the cited research suggesting
that algorithms often primarily reflect pre-existing prefer-
ences, with user agency and individual differences shaping
the ultimate outcomes.

Another constraint concerns the variability of the proposed
mechanisms across different ideological spectrums. While
our framework outlines a universal socio-technical architec-
ture, optimizing for engagement regardless of specific ideol-
ogy, empirical evidence suggests that different extremist
groups navigate it differently due to varying levels of plat-
form access and moderation pressure. Actors on the political
extremes tend to be successful at exploiting mainstream algo-
rithmic amplification by utilizing grey zone content, such as
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irony and memes, to evade automated detection while still
triggering engagement metrics (National Coordinator for
Counterterrorism and Security, 2024; O’Keeffe-Johnston,
2025). Conversely, Jihadist groups face significantly stricter,
often hash-based automated detection that, to a significant
degree, blocks their access to mainstream recommendation
engines (GIFCT Year 4 Working Group, 2025). Consequently,
rather than lingering in the mainstream rabbit holes of Stage
1, these groups use mainstream platforms primarily as tempo-
rary signposts, with the goal of rapidly migrating users toward
encrypted ecosystems like Telegram (Clifford & Powell,
2019). Similarly, regarding generative Al, preliminary evi-
dence suggests that while Jihadist groups prioritize opera-
tional utility to overcome resource constraints (Atherton,
2024; Stevenson, 2025; The Joint Counterterrorism
Assessment Team, 2024), far-right actors leverage these tools
primarily for cultural production and visually engaging pro-
paganda (Nair, 2025; O’Keeffe-Johnston, 2025). Thus, the
specific trajectory of radicalization is shaped by the interplay
between the group’s strategic needs and the platform’s secu-
rity architecture. However, given the rapid evolution of this
field, these divergent trends should be regarded as indicative
of the current landscape rather than fixed characteristics.

Citation Statement

Regarding our citations, we acknowledge that the scholarship
informing this manuscript is predominantly drawn from
researchers and institutions in the Global North, specifically
North America and Western Europe. This composition
reflects the historical concentration of empirical work in psy-
chology and computer science within these contexts. While
we made a conscious effort to include a wide range of sources,
including journalistic accounts and policy papers from diverse
regions, our bibliography remains constrained by a systemic
imbalance in knowledge production. This disparity is rapidly
worsening due to material constraints: the recent decision by
major social media platforms to monetize API access has cre-
ated a paywall for data, effectively excluding scholars from
underfunded institutions, particularly in the Global South,
from conducting large-scale audits. Furthermore, this research
landscape is increasingly constrained by corporate obstruc-
tionism, where restrictive data policies and pressure from
platform owners limit independent inquiry. Consequently, the
available literature is skewed toward well-funded Western
contexts where data access remains marginally more feasible,
potentially obscuring radicalization dynamics in the rest of
the world and limiting the integration of perspectives from
scholars in underprivileged regions.

Conclusion

This review has charted the architecture of the contempo-
rary, Al-driven environment of radicalization to violence.
By integrating decades of psychological research with
contemporary analysis of socio-technical systems, we

have proposed a four-stage framework that outlines how
the interplay between algorithmic and psychological
mechanisms can guide individuals from initial Exposure
to ideological Reinforcement, deep Group Integration,
and finally Violent Extremist Action. The journey is not
deterministic, but the pathways are designed.
Recommendation engines optimized for engagement can
create malign rabbit holes that exploit negativity bias;
algorithmic filter bubbles can construct echo chambers
that feed confirmation bias; and generative Al can now
offer personalized validation that fosters identity fusion
and a readiness for action. Importantly, these processes
can be expected to be systematically modulated by indi-
vidual psychological differences.

The Al-driven media ecosystem has created a fertile
ground for violent extremism to flourish at an unprecedented
scale and speed. The challenge this poses to democratic soci-
eties is profound, but not insurmountable. An effective
response requires moving beyond a simplistic “blame the
algorithm” narrative toward a more nuanced, process-ori-
ented understanding. The stage-based governance frame-
work proposed here offers one such path, emphasizing
targeted interventions. Ultimately, we posit that Al should
not be viewed as an independent “creator” of radicalization,
but as a “supernormal” catalyst for existing human and social
dynamics. While the fuel for radicalization remains funda-
mentally human (grievances, identity needs, social polariza-
tion), the Al architecture provides the engine that processes
this fuel with unprecedented efficiency. Its relative influence
lies in its ability to remove the natural friction of offline
social influence (i.e., scaling exposure, automating rein-
forcement, and synthesizing sociality), thereby transforming
what might have been a local or rare vulnerability into a scal-
able mass phenomenon. Technology is thus a mirror reflect-
ing human tendencies, but a mirror curved to amplify the
most inflammatory aspects of our nature.

ORCID iDs

Jonas R. Kunst (2} https://orcid.org/0000-0002-5319-1256

Petter B. Brandtzag https://orcid.org/0000-0002-9010-0800

Author Contributions

Conceptualization: J.R.K. Investigation: All authors. Visualization:
J.RK. Writing — Original Draft: J.R.K., A.G., P.B.B. Writing —
Review & Editing: All authors.

Funding

The authors disclosed receipt of the following financial support for
the research, authorship, and/or publication of this article: J.R.K,
P.B.B., Y.H., and N.S. were supported by a UiO:Democracy grant
from the University of Oslo.

Declaration of Conflicting Interests

The authors declared no potential conflicts of interest with respect
to the research, authorship, and/or publication of this article.


https://orcid.org/0000-0002-5319-1256
https://orcid.org/0000-0002-9010-0800

26

Personality and Social Psychology Review 00(0)

References

Adewale, M. D., & Muhammad, U. 1. (2025). From virtual compan-
ions to forbidden attractions: The seductive rise of artificial intel-
ligence love, loneliness, and intimacy—A systematic review.
Journal of Technology in Behavioral Science. Advance online
publication. https://doi.org/10.1007/s41347-025-00549-4

African Union. (2024). Continental artificial intelligence strategy.
https://au.int/en/documents/20240809/continental-artificial-
intelligence-strategy

Alas, J. (2025, October 29). Is Elon Musk about to let Al run X?
Social media erupts over rumoured end of human moderation.
International Business Times. https://www.ibtimes.com/elon-
musk-about-let-ai-run-x-social-media-erupts-over-rumoured-
end-human-moderation-3788780

Alrhmoun, A., Winter, C., & Kertész, J. (2024). Automating ter-
ror: The role and impact of telegram bots in the Islamic state’s
online ecosystem. Terrorism and Political Violence, 36(4),
409-424. https://doi.org/10.1080/09546553.2023.2169141

Altay, S., Hacquin, A.-S., & Mercier, H. (2022). Why do
so few people share fake news? It hurts their reputa-
tion. New Media & Society, 24(6), 1303—1324. https://doi.
org/10.1177/1461444820969893

Altay, S., Hoes, E., & Wojcieszak, M. (2025). Following news
on social media boosts knowledge, belief accuracy and trust.
Nature Human Behaviour, 9(9), 1833-1842. https://doi.
org/10.1038/s41562-025-02205-6

Altemeyer, B. (1996). The authoritarian specter. Harvard
University Press.

Amnesty International. (2025). UK: X’s design and policy choices
created fertile ground for inflammatory, racist narratives targeting
Muslims and migrants following Southport attack. https://www.
amnesty.org/en/latest/news/2025/08/xs-design-and-policies/

Atherton, D. (2024). Incident 690: ISIS utilizes Al for propaganda vid-
eos in news harvest program. https://incidentdatabase.ai/cite/690/

Bail, C. A., Argyle, L. P., Brown, T. W., Bumpus, J. P., Chen,
H., Hunzaker, M. B. F., Lee, J., Mann, M., Merhout, F., &
Volfovsky, A. (2018). Exposure to opposing views on social
media can increase political polarization. Proceedings of the
National Academy of Sciences, 115(37), 9216-9221. https://
doi.org/10.1073/pnas. 1804840115

Beelmann, A. (2020). A social-developmental model of radicaliza-
tion: A systematic integration of existing theories and empiri-
cal research. International Journal of Conflict and Violence,
14(1), 1-14. https://doi.org/10.4119/ijcv-3778

Bengio, Y., Hinton, G., Yao, A., Song, D., Abbeel, P., Darrell,
T., Harari, Y. N., Zhang, Y.-Q., Xue, L., Shalev-Shwartz,
S., Hadfield, G., Clune, J., Maharaj, T., Hutter, F., Baydin,
A. G., Mcllraith, S., Gao, Q., Acharya, A., Krueger, D., . . .
Mindermann, S. (2024). Managing extreme Al risks amid
rapid progress. Science, 384(6698), 842-845. https://doi.
org/10.1126/science.adn0117

Betley, J., Warncke, N., Sztyber-Betley, A., Tan, D., Bao, X.,
Soto, M., Srivastava, M., Labenz, N., & Evans, O. (2026).
Training large language models on narrow tasks can lead to
broad misalignment. Nature, 649(8097), 584-589. https://doi.
org/10.1038/s41586-025-09937-5

Bierwiaczonek, K., Fluit, S., Von Soest, T., Hornsey, M. J., &
Kunst, J. R. (2024). Loneliness trajectories over three decades
are associated with conspiracist worldviews in midlife. Nature

Communications, 15(1), Article 3629. https://doi.org/10.1038/
s41467-024-47113-x

Bierwiaczonek, K., Van Prooijen, J.-W., Van Der Linden, S., &
Rottweiler, B. (2025). Conspiracy theories and violent extrem-
ism. In M. Obaidi & J. R. Kunst (Eds.), The Cambridge
handbook of the psychology of violent extremism. Cambridge
University Press.

Binder, J. F., & Kenyon, J. (2022). Terrorism and the internet: How
dangerous is online radicalization? Frontiers in Psychology,
13, Article 997390. https://doi.org/10.3389/fpsyg.2022.997390

Bjorgo, T. (2025). Conceptualizing diversity among violent
extremists: A typology and a model for explaining change. In
M. Obaidi & J. R. Kunst (Eds.), The Cambridge handbook of
the psychology of violent extremism (pp. 78-99). Cambridge
University Press.

Boissin, E., Costello, T. H., Spinoza-Martin, D., Rand, D. G., &
Pennycook, G. (2025). Dialogues with large language mod-
els reduce conspiracy beliefs even when the Al is perceived
as human. PNAS Nexus, 4(11), Article pgaf325. https:/doi.
org/10.1093/pnasnexus/pgaf325

Borum, R. (2011). Radicalization into violent extremism I: A
review of social science theories. Journal of Strategic Security,
4(4), 7-36.

Brady, W. J., Crockett, M. J., & Van Bavel, J. J. (2020). The MAD
model of moral contagion: The role of motivation, atten-
tion, and design in the spread of moralized content online.
Perspectives on Psychological Science, 15(4), 978-1010.
https://doi.org/10.1177/1745691620917336

Brady, W. J., McLoughlin, K. L., Torres, M. P., Luo, K. F.,
Gendron, M., & Crockett, M. J. (2023). Overperception of
moral outrage in online social networks inflates beliefs about
intergroup hostility. Nature Human Behaviour, 7(6), 917-927.
https://doi.org/10.1038/s41562-023-01582-0

Brady, W. J., Wills, J. A., Jost, J. T., Tucker, J. A., & Van Bavel,
J. J. (2017). Emotion shapes the diffusion of moralized con-
tent in social networks. Proceedings of the National Academy
of Sciences, 114(28), 7313-7318. https://doi.org/10.1073/
pnas.1618923114

Brandtzaeg, P. B., Skjuve, M., & Folstad, A. (2022). My Al friend:
How users of a social chatbot understand their human—Al
friendship. Human Communication Research, 48(3), 404—429.
https://doi.org/10.1093/hcr/hqac008

Bruder, M., Haffke, P., Neave, N., Nouripanah, N., & Imhoff, R.
(2013). Measuring individual differences in generic beliefs
in conspiracy theories across cultures: Conspiracy mentality
questionnaire. Frontiers in Psychology, 4, Article 225. https://
doi.org/10.3389/fpsyg.2013.00225

Bunker, C. J., & Varnum, M. E. W. (2021). How strong is the
association between social media use and false consensus?
Computers in Human Behavior, 125, Article 106947. https://
doi.org/10.1016/j.chb.2021.106947

Caspi, A., Roberts, B. W., & Shiner, R. L. (2005). Personality
development: Stability and change. Annual Review of
Psychology, 56, 453-484. https://doi.org/10.1146/annurev.
psych.55.090902.141913

Centola, D., Becker, J., Brackbill, D., & Baronchelli, A. (2018).
Experimental evidence for tipping points in social convention.
Science, 360(6393), 1116-1119. https://doi.org/10.1126/sci-
ence.aas8827


https://doi.org/10.1007/s41347-025-00549-4
https://au.int/en/documents/20240809/continental-artificial-intelligence-strategy
https://au.int/en/documents/20240809/continental-artificial-intelligence-strategy
https://www.ibtimes.com/elon-musk-about-let-ai-run-x-social-media-erupts-over-rumoured-end-human-moderation-3788780
https://www.ibtimes.com/elon-musk-about-let-ai-run-x-social-media-erupts-over-rumoured-end-human-moderation-3788780
https://www.ibtimes.com/elon-musk-about-let-ai-run-x-social-media-erupts-over-rumoured-end-human-moderation-3788780
https://doi.org/10.1080/09546553.2023.2169141
https://doi.org/10.1177/1461444820969893
https://doi.org/10.1177/1461444820969893
https://doi.org/10.1038/s41562-025-02205-6
https://doi.org/10.1038/s41562-025-02205-6
https://www.amnesty.org/en/latest/news/2025/08/xs-design-and-policies/
https://www.amnesty.org/en/latest/news/2025/08/xs-design-and-policies/
https://incidentdatabase.ai/cite/690/
https://doi.org/10.1073/pnas.1804840115
https://doi.org/10.1073/pnas.1804840115
https://doi.org/10.4119/ijcv-3778
https://doi.org/10.1126/science.adn0117
https://doi.org/10.1126/science.adn0117
https://doi.org/10.1038/s41586-025-09937-5
https://doi.org/10.1038/s41586-025-09937-5
https://doi.org/10.1038/s41467-024-47113-x
https://doi.org/10.1038/s41467-024-47113-x
https://doi.org/10.3389/fpsyg.2022.997390
https://doi.org/10.1093/pnasnexus/pgaf325
https://doi.org/10.1093/pnasnexus/pgaf325
https://doi.org/10.1177/1745691620917336
https://doi.org/10.1038/s41562-023-01582-0
https://doi.org/10.1073/pnas.1618923114
https://doi.org/10.1073/pnas.1618923114
https://doi.org/10.1093/hcr/hqac008
https://doi.org/10.3389/fpsyg.2013.00225
https://doi.org/10.3389/fpsyg.2013.00225
https://doi.org/10.1016/j.chb.2021.106947
https://doi.org/10.1016/j.chb.2021.106947
https://doi.org/10.1146/annurev.psych.55.090902.141913
https://doi.org/10.1146/annurev.psych.55.090902.141913
https://doi.org/10.1126/science.aas8827
https://doi.org/10.1126/science.aas8827

Kunst et al.

27

Choudhary, T. (2025). Political bias in large language models:
A comparative analysis of ChatGPT-4, Perplexity, Google
Gemini, and Claude. /[EEE Access, 13, 11341-11379. https://
doi.org/10.1109/ACCESS.2024.3523764

Cialdini, R. B. (1993). Influence: Science and practice.
HarperCollins.

Cinelli, M., De Francisci Morales, G., Galeazzi, A., Quattrociocchi,
W., & Starnini, M. (2021). The echo chamber effect on social
media. Proceedings of the National Academy of Sciences,
118(9), Article €2023301118.  https://doi.org/10.1073/
pnas.2023301118

Clifford, B., & Powell, H. (2019). Encrypted extremism inside
the English-speaking Islamic state ecosystem on telegram.
Program on Extremism, Issue.

Costello, T. H., Pennycook, G., & Rand, D. G. (2024). Durably
reducing conspiracy beliefs through dialogues with Al
Science, 385(6714), Article eadq1814. https://doi.org/10.1126/
science.adq1814

Das, S. P. (Ed.) (2022). Origin, objective, and history of terror-
ism and terrorist organizations. In Economics of terrorism and
counter-terrorism measures: History, theory, and evidence
(pp. 39-183). Springer International Publishing.

De Coensel, S. (2018). Processual models of radicalization
into terrorism: A best fit framework synthesis. Journal for
Deradicalization, 17, 89—-127.

Dong, Z., Wang, Z., Xu, J., Tang, R., & Wen, J. (2022). A
brief history of recommender systems. arXiv preprints.
arXiv:2209.01860. https://doi.org/10.48550/arXiv.2209.01860

Doosje, B., Moghaddam, F. M., Kruglanski, A. W., De Wolf, A.,
Mann, L., & Feddes, A. R. (2016). Terrorism, radicalization
and de-radicalization. Current Opinion in Psychology, 11, 79—
84. https://doi.org/10.1016/j.copsyc.2016.06.008

Druckman, J. N. (2023). Correcting misperceptions of the other
political party does not robustly reduce support for undemo-
cratic practices or partisan violence. Proceedings of the
National Academy of Sciences, 120(37), Article €2308938120.
https://doi.org/10.1073/pnas.2308938120

Dugas, M., Schori-Eyal, N., Kruglanski, A. W., Klar, Y.,
Touchton-Leonard, K., McNeill, A., Gelfand, M. J., &
Roccas, S. (2018). Group-centric attitudes mediate the rela-
tionship between need for closure and intergroup hostility.
Group Processes & Intergroup Relations, 21(8), 1155-1171.
https://doi.org/10.1177/1368430217699462

Duindam, H. M., Van Loon, A. W. G., & Lésel, F. (2025). Protective
factors against extremism and violent radicalization in youth:
A multilevel meta-analysis. Aggression and Violent Behavior,
85, Article 102101. https://doi.org/10.1016/j.avb.2025.102101

Dvir-Gvirsman, S. (2019). Political social identity and selective
exposure. Media Psychology, 22(6), 867-889. https://doi.org/
10.1080/15213269.2018.1554493

European Parliament and the Council of the European Union. (2022).
REGULATION (EU) 2022/2065 of the European Parliament
and of the Council of 19 October 2022 on a Single Market For
Digital Services and amending Directive 2000/31/EC (Digital
Services Act). Official Journal of the European Union.

Ferguson, N., & McAuley, J. (2020). Radicalization or reaction:
Understanding engagement in violent extremism in Northern
Ireland. Political Psychology, 41(2), 215-230. https://doi.
org/10.1111/pops.12618

Fui-Hoon Nah, F., Zheng, R., Cai, J., Siau, K., & Chen, L. (2023).
Generative Al and ChatGPT: Applications, challenges, and
Al-human collaboration. Journal of Information Technology
Case and Application Research, 25(3), 277-304. https://doi.
org/10.1080/15228053.2023.2233814

Gaudette, T., Scrivens, R., Davies, G., & Frank, R. (2021). Upvoting
extremism: Collective identity formation and the extreme right
on Reddit. New Media & Society, 23(12), 3491-3508. https://
doi.org/10.1177/1461444820958123

GIFCT Year 4 Working Group. (2025). Hash-sharing database
review: Challenges and opportunities. https://gifct.org/wp-con-
tent/uploads/2025/02/GIFCT-24WG-1224-HSDR-Challenges-
1.1.pdf

Goel, S., Anderson, A., Hofman, J., & Watts, D. J. (2016). The
structural virality of online diffusion. Management Science,
62(1), 180-196. https://doi.org/10.1287/mnsc.2015.2158

Goldenberg, A., Abruzzo, J. M., Huang, Z., Schone, J., Bailey, D.,
Willer, R., Halperin, E., & Gross, J. J. (2023). Homophily and
acrophily as drivers of political segregation. Nature Human
Behaviour, 7(2), 219-230. https://doi.org/10.1038/541562-
022-01474-9

Goldenberg, A., & Gross, J. J. (2020). Digital emotion contagion.
Trends in Cognitive Sciences, 24(4), 316-328. https://doi.
org/10.1016/j.tics.2020.01.009

Goldstein, J. A., Chao, J., Grossman, S., Stamos, A., & Tomz, M.
(2024). How persuasive is Al-generated propaganda? PNAS
Nexus, 3(2), Article pgae034. https://doi.org/10.1093/pnas-
nexus/pgae034

Gollwitzer, A., Jeong, Y., Pillai, S., Steinhauer, J., & Oettingen,
G. (2024). Misplaced certainty in US presidential rhetoric pre-
dicts political violence. Psyarxiv. https://doi.org/10.31234/osf.
io/uftmz

Gollwitzer, A., Olcaysoy Okten, 1., Pizarro, A. O., & Oettingen,
G. (2022). Discordant knowing: A social cognitive structure
underlying fanaticism. Journal of Experimental Psychology:
General, 151(11), 2846-2878. https://doi.org/10.1037/
xge0001219

Gonzélez, 1., Moyano, M., Lobato, R. M., & Trujillo, H. M. (2022).
Evidence of psychological manipulation in the process of vio-
lent radicalization: An investigation of the 17-A cell. Frontiers
in Psychiatry, 13, Article 789051. https://doi.org/10.3389/
fpsyt.2022.789051

Graham, M. H., & Svolik, M. W. (2020). Democracy in America?
Partisanship, polarization, and the robustness of support
for democracy in the United States. American Political
Science Review, 114(2), 392-409. https://doi.org/10.1017/
S0003055420000052

Gressel, G., Pankajakshan, R., Rozenfeld, S., Li, L., Franceschini,
L., Achuthan, K., & Mirsky, Y. (2025). Love, lies, and language
models: Investigating AI’s role in romance-baiting scams.
arXiv preprint. arXiv:2512.16280. https://doi.org/10.48550/
arXiv.2512.16280

Guess, A., Nagler, J., & Tucker, J. (2019). Less than you think:
Prevalence and predictors of fake news dissemination on
Facebook. Science Advances, 5(1), Article eaau4586.

Guess, A. M., Malhotra, N., Pan, J., Barbera, P., Allcott, H., Brown,
T., Crespo-Tenorio, A., Dimmery, D., Freelon, D., Gentzkow,
M., Gonzalez-Bailon, S., Kennedy, E., Kim, Y. M., Lazer, D.,
Moehler, D., Nyhan, B., Rivera, C. V., Settle, J., Thomas, D. R.,


https://doi.org/10.1109/ACCESS.2024.3523764
https://doi.org/10.1109/ACCESS.2024.3523764
https://doi.org/10.1073/pnas.2023301118
https://doi.org/10.1073/pnas.2023301118
https://doi.org/10.1126/science.adq1814
https://doi.org/10.1126/science.adq1814
https://doi.org/10.48550/arXiv.2209.01860
https://doi.org/10.1016/j.copsyc.2016.06.008
https://doi.org/10.1073/pnas.2308938120
https://doi.org/10.1177/1368430217699462
https://doi.org/10.1016/j.avb.2025.102101
https://doi.org/10.1080/15213269.2018.1554493
https://doi.org/10.1080/15213269.2018.1554493
https://doi.org/10.1111/pops.12618
https://doi.org/10.1111/pops.12618
https://doi.org/10.1080/15228053.2023.2233814
https://doi.org/10.1080/15228053.2023.2233814
https://doi.org/10.1177/1461444820958123
https://doi.org/10.1177/1461444820958123
https://gifct.org/wp-content/uploads/2025/02/GIFCT-24WG-1224-HSDR-Challenges-1.1.pdf
https://gifct.org/wp-content/uploads/2025/02/GIFCT-24WG-1224-HSDR-Challenges-1.1.pdf
https://gifct.org/wp-content/uploads/2025/02/GIFCT-24WG-1224-HSDR-Challenges-1.1.pdf
https://doi.org/10.1287/mnsc.2015.2158
https://doi.org/10.1038/s41562-022-01474-9
https://doi.org/10.1038/s41562-022-01474-9
https://doi.org/10.1016/j.tics.2020.01.009
https://doi.org/10.1016/j.tics.2020.01.009
https://doi.org/10.1093/pnasnexus/pgae034
https://doi.org/10.1093/pnasnexus/pgae034
https://doi.org/10.31234/osf.io/uftmz
https://doi.org/10.31234/osf.io/uftmz
https://doi.org/10.1037/xge0001219
https://doi.org/10.1037/xge0001219
https://doi.org/10.3389/fpsyt.2022.789051
https://doi.org/10.3389/fpsyt.2022.789051
https://doi.org/10.1017/S0003055420000052
https://doi.org/10.1017/S0003055420000052
https://doi.org/10.48550/arXiv.2512.16280
https://doi.org/10.48550/arXiv.2512.16280

28

Personality and Social Psychology Review 00(0)

... Tucker, J. A. (2023). How do social media feed algorithms
affect attitudes and behavior in an election campaign? Science,
381(6656), 398—404. https://doi.org/10.1126/science.abp9364

Goémez, A., Vazquez, A., Alba, B., Blanco, L., Chinchilla, J.,
Chiclana, S., & Swann, W. B., Jr. (2025). Feeling under-
stood fosters identity fusion. Journal of Personality and
Social Psychology, 129(1), 118-134. https://doi.org/10.1037/
pspi0000464

Gomez, A., Vazquez, A., Blanco, L., & Chinchilla, J. (2025). The
role of identity fusion in violent extremism. In M. Obaidi & J.
R. Kunst (Eds.), The Cambridge handbook of the psychology of
violent extremism. Cambridge University Press.

Gomez, A., Chinchilla, J., Vazquez, A., Lopez-Rodriguez, L., Paredes,
B., & Martinez, M. (2020). Recent advances, misconceptions,
untested assumptions, and future research agenda for identity
fusion theory. Social and Personality Psychology Compass,
14(6), Article e12531. https://doi.org/10.1111/spc3.12531

H.M. Government. (2019). Online harms white paper (white paper).
https://assets.publishing.service.gov.uk/government/uploads/
system/uploads/attachment_data/file/793360/Online Harms
White Paper.pdf

Hackenburg, K., & Margetts, H. (2024). Evaluating the persua-
sive influence of political microtargeting with large language
models. Proceedings of the National Academy of Sciences,
121(24), Article €2403116121. https://doi.org/10.1073/
pnas.2403116121

Hackenburg, K., Tappin, B. M., Hewitt, L., Saunders, E., Black, S.,
Lin, H., Fist, C., Margetts, H., Rand, D. G., & Summerfield, C.
(2025). The levers of political persuasion with conversational
artificial intelligence. Science, 390(6777), Article eaea3884.
https://doi.org/10.1126/science.aca3884

Hemsley, J. (2019). Followers retweet! The influence of mid-
dle-level gatekeepers on the spread of political information
on Twitter. Policy & Internet, 11(3), 280-304. https://doi.
org/10.1002/p0i3.202

Henrich, J., Heine, S. J., & Norenzayan, A. (2010). The weirdest
people in the world? Behavioral and Brain Sciences, 33(2-3),
61-83. https://doi.org/10.1017/S0140525X0999152X

Hibbing, J. R., Smith, K. B., & Alford, J. R. (2014). Differences
in negativity bias underlie variations in political ideology.
Behavioral and Brain Sciences, 37(3), 297-307. https://doi.
org/10.1017/S0140525X13001192

Hogg, M. A. (2007). Uncertainty—identity theory. Advances in
Experimental Social Psychology, 39, 69-126. https://doi.
org/10.1016/s0065-2601(06)39002-8

Hogg, M. A. (2025). Social identity, self-uncertainty, and violent
extremism. In M. Obaidi & J. R. Kunst (Eds.), The Cambridge
handbook of the psychology of violent extremism. Cambridge
University Press.

Horgan, J. (2008). From profiles to pathways and roots to
routes: Perspectives from psychology on radicalization
into terrorism. The Annals of the American Academy of
Political and Social Science, 618(1), 80-94. https://doi.
org/10.1177/0002716208317539

Horwitz, J., & Seetharaman, D. (2020, May 26). Facebook execu-
tives shut down efforts to make the site less divisive. The
Wall Street Journal. https://www.wsj.com/articles/facebook-
knows-it-encourages-division-top-executives-nixed-solu-
tions-11590507499

Hosseinmardi, H., Ghasemian, A., Rivera-Lanas, M., Horta Ribeiro,
M., West, R., & Watts, D. J. (2024). Causally estimating the
effect of YouTube’s recommender system using counterfac-
tual bots. Proceedings of the National Academy of Sciences,
121(8), Article e2313377121.  https://doi.org/10.1073/
pnas.2313377121

Hussein, M. A., Lee, C., & Wheeler, S. C. (2024). How do con-
sumers react to ads that meddle in out-party primaries?
Journal of Consumer Research, 51(6), 1186—1208. https://doi.
org/10.1093/jcr/ucae039

Hussein, M. A., Tormala, Z. L., & Wheeler, S. C. (2026). Why
do people choose extreme candidates? The role of identity
relevance. Journal of Experimental Social Psychology, 122,
Article 104821. https://doi.org/10.1016/j.jesp.2025.104821

Hussein, M. A., & Wheeler, S. C. (2024). Reputational costs of
receptiveness: When and why being receptive to opposing
political views backfires. Journal of Experimental Psychology:
General,  153(6), 1425-1448.  https://doi.org/10.1037/
xge0001579

Huszar, F., Ktena, S. 1., O’Brien, C., Belli, L., Schlaikjer, A., &
Hardt, M. (2022). Algorithmic amplification of politics on
Twitter. Proceedings of the National Academy of Sciences,
119(1), Article ¢2025334119.  https://doi.org/10.1073/
pnas.2025334119

Institute for Strategic Dialogue. (2024). Beyond the collective:
Understanding Terrorgram’s efforts to infiltrate the mainstream
on Telegram. https://www.isdglobal.org/digital dispatches/
beyond-the-collective-understanding-terrorgrams-efforts-to-
infiltrate-the-mainstream-on-telegram/

Institute for Strategic Dialogue. (2025). US online domestic vio-
lent extremism monitor: December 2024—January 2025.
https://www.isdglobal.org/wp-content/uploads/2025/01/
Online-Domestic-Violent-Extremism-Monitor-October-
November-2024.pdf

ITIF. (2025). India’s content moderation regulation. https://itif.org/
publications/2025/06/09/india-content-moderation-regulation/

Jensen, M. A., Atwell Seate, A., & James, P. A. (2020).
Radicalization to violence: A pathway approach to studying
extremism. Terrorism and Political Violence, 32(5), 1067—
1090. https://doi.org/10.1080/09546553.2018.1442330

Jetten, J., Zhao, C., Alvarez, B., Kaempf, S., & Mols, F. (2023).
Trying to unplug for 24 hours: Conspiracy mentality predicts
social isolation and negative emotions when refraining from
internet use. advances.in/psychology, 01, 1-19. https://doi.
0rg/10.56296/aip00003

Kaczkowski, W., Swartout, K. M., Branum-Martin, L., Horgan, J.
G., & Lemieux, A. F. (2022). Impact of perceived peer atti-
tudes and social network diversity on violent extremist inten-
tions. Terrorism and Political Violence, 34(8), 1530—1548.
https://doi.org/10.1080/09546553.2020.1808466

Kenyon, J., Baker-Beall, C., & Binder, J. (2023). Lone-actor ter-
rorism — A systematic literature review. Studies in Conflict &
Terrorism, 46(10), 2038-2065. https://doi.org/10.1080/10576
10X.2021.1892635

King, M., & Taylor, D. M. (2011). The radicalization of home-
grown jihadists: A review of theoretical models and social
psychological evidence. Terrorism and Political Violence,
23(4), 602—-622. https://doi.org/10.1080/09546553.2011.58
7064


https://doi.org/10.1126/science.abp9364
https://doi.org/10.1037/pspi0000464
https://doi.org/10.1037/pspi0000464
https://doi.org/10.1111/spc3.12531
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/793360/Online_Harms_White_Paper.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/793360/Online_Harms_White_Paper.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/793360/Online_Harms_White_Paper.pdf
https://doi.org/10.1073/pnas.2403116121
https://doi.org/10.1073/pnas.2403116121
https://doi.org/10.1126/science.aea3884
https://doi.org/10.1002/poi3.202
https://doi.org/10.1002/poi3.202
https://doi.org/10.1017/S0140525X0999152X
https://doi.org/10.1017/S0140525X13001192
https://doi.org/10.1017/S0140525X13001192
https://doi.org/10.1016/s0065-2601(06)39002-8
https://doi.org/10.1016/s0065-2601(06)39002-8
https://doi.org/10.1177/0002716208317539
https://doi.org/10.1177/0002716208317539
https://www.wsj.com/articles/facebook-knows-it-encourages-division-top-executives-nixed-solutions-11590507499
https://www.wsj.com/articles/facebook-knows-it-encourages-division-top-executives-nixed-solutions-11590507499
https://www.wsj.com/articles/facebook-knows-it-encourages-division-top-executives-nixed-solutions-11590507499
https://doi.org/10.1073/pnas.2313377121
https://doi.org/10.1073/pnas.2313377121
https://doi.org/10.1093/jcr/ucae039
https://doi.org/10.1093/jcr/ucae039
https://doi.org/10.1016/j.jesp.2025.104821
https://doi.org/10.1037/xge0001579
https://doi.org/10.1037/xge0001579
https://doi.org/10.1073/pnas.2025334119
https://doi.org/10.1073/pnas.2025334119
https://www.isdglobal.org/digital_dispatches/beyond-the-collective-understanding-terrorgrams-efforts-to-infiltrate-the-mainstream-on-telegram/
https://www.isdglobal.org/digital_dispatches/beyond-the-collective-understanding-terrorgrams-efforts-to-infiltrate-the-mainstream-on-telegram/
https://www.isdglobal.org/digital_dispatches/beyond-the-collective-understanding-terrorgrams-efforts-to-infiltrate-the-mainstream-on-telegram/
https://www.isdglobal.org/wp-content/uploads/2025/01/Online-Domestic-Violent-Extremism-Monitor-October-November-2024.pdf
https://www.isdglobal.org/wp-content/uploads/2025/01/Online-Domestic-Violent-Extremism-Monitor-October-November-2024.pdf
https://www.isdglobal.org/wp-content/uploads/2025/01/Online-Domestic-Violent-Extremism-Monitor-October-November-2024.pdf
https://itif.org/publications/2025/06/09/india-content-moderation-regulation/
https://itif.org/publications/2025/06/09/india-content-moderation-regulation/
https://doi.org/10.1080/09546553.2018.1442330
https://doi.org/10.56296/aip00003
https://doi.org/10.56296/aip00003
https://doi.org/10.1080/09546553.2020.1808466
https://doi.org/10.1080/1057610X.2021.1892635
https://doi.org/10.1080/1057610X.2021.1892635
https://doi.org/10.1080/09546553.2011.587064
https://doi.org/10.1080/09546553.2011.587064

Kunst et al.

29

Klausen, J., Campion, S., Needle, N., Nguyen, G., & Libretti, R.
(2016). Toward a behavioral model of “homegrown” radical-
ization trajectories. Studies in Conflict & Terrorism, 39(1),
67-83. https://doi.org/10.1080/1057610X.2015.1099995

Kruglanski, A. W., Chen, X., Dechesne, M., Fishman, S., & Orehek,
E. (2009). Fully committed: Suicide bombers’ motivation and
the quest for personal significance. Political Psychology, 30(3),
331-357. https://doi.org/10.1111/j.1467-9221.2009.00698.x

Kunst, J. R., Dovidio, J. F., & Thomsen, L. (2019). Fusion with
political leaders predicts willingness to persecute immigrants
and political opponents. Nature Human Behaviour, 3, 1180—
1189. https://doi.org/10.1038/541562-019-0708-1

Kunst, J. R., Gundersen, A. B., Krysinska, 1., Piasecki, J.,
Wojtowicz, T., Rygula, R., Van Der Linden, S., & Morzy, M.
(2024). Leveraging artificial intelligence to identify the psy-
chological factors associated with conspiracy theory beliefs
online. Nature Communications, 15(1), Article 7497. https://
doi.org/10.1038/s41467-024-51740-9

Kunst, J. R., & Obaidi, M. (2020). Understanding violent extrem-
ism in the 21st century: The (re)emerging role of relative depri-
vation. Current Opinion in Psychology, 35, 55-59. https://doi.
org/10.1016/j.copsyc.2020.03.010

Ledwich, M., & Zaitsev, A. (2019). Algorithmic extremism: Examining
YouTube’s rabbit hole of radicalization. arXiv preprint.
arXiv:1912.11211. https://doi.org/10.48550/arXiv.1912.11211

Lepage, J., Begue, L., Zerhouni, O., Dambrun, M., Vezirian,
K., Besson, T., Bonneterre, S., & Mermillod, M. (2022).
Authoritarian attitudes are associated with higher autonomic
reactivity to stress and lower recovery. Emotion, 22(3), 526—
544. https://doi.org/10.1037/emo0000775

Lewis, R. (2018). Alternative influence: Broadcasting the reaction-
ary right on YouTube. Data & Society. https://datasociety.net/
library/alternative-influence/

Lin, H., Jiang, X., Lee, J., Wang, Y., & Kim, Y. (2025). Exploring
the paradox of cross-cutting exposure and affective polarization:
A curvilinear model influenced by political ideology strength.
Media Psychology, 28(6), 764-788. https://doi.org/10.1080/152
13269.2024.2445031

Lonngvist, J.-E., & Itkonen, J. V. A. (2016). Homogeneity of
personal values and personality traits in Facebook social net-
works. Journal of Research in Personality, 60, 24-35. https://
doi.org/10.1016/j.jrp.2015.11.001

Martin, K. (2022). Recommending an insurrection: Facebook and
recommendation algorithms. In K. Martin (Ed.), Ethics of data
and analytics (pp. 225-239). Auerbach Publications.

Mathur, P., Broekaert, C., & Clarke, C. P. (2023). The radicalization
(and counter-radicalization) potential of artificial intelligence.
https://icct.nl/publication/radicalization-and-counter-radical-
ization-potential-artificial-intelligence

McPherson, M., Smith-Lovin, L., & Cook, J. M. (2001). Birds
of a feather: Homophily in social networks. Annual Review
of Sociology, 27, 415-444. https://doi.org/10.1146/annurev.
soc.27.1.415

Metzler, H., & Garcia, D. (2024). Social drivers and algorithmic mech-
anisms on digital media. Perspectives on Psychological Science,
19(5), 735-748. https://doi.org/10.1177/17456916231185057

Milla, M. N., & Yustisia, W. (2025). Religious fundamentalism
and violent extremism. In M. Obaidi & J. R. Kunst (Eds.), The
Cambridge handbook of the psychology of violent extremism
(pp- 142—-165). Cambridge University Press.

Minniti, F. (2025). Automated recruitment: Artificial intelligence,
ISKP, and extremist radicalisation. https://gnet-research.
org/2025/04/11/automated-recruitment-artificial-intelligence-
iskp-and-extremist-radicalisation/

Mittelstadt, B. (2016). Automation, algorithms, and politics |
auditing for transparency in content personalization systems.
International Journal of Communication, 10,4991-5002.

Moghaddam, F. M. (2005). The staircase to terrorism: A psycho-
logical exploration. American Psychologist, 60(2), 161-169.
https://doi.org/10.1037/0003-066X.60.2.161

Moghaddam, F. M., Carriere, K. R., & Salas-Schweikart, R. (2025).
Inequality, poverty, and the staircase to terrorism: A ‘societies
to cells’ approach to violent extremism. In M. Obaidi & J. R.
Kunst (Eds.), The Cambridge handbook of the psychology of
violent extremism. Cambridge University Press.

Molinario, E., Webber, D., Jasko, K., & Kruglanski, A. (2025).
Quest for significance and violent extremism. In M. Obaidi &
J. R. Kunst (Eds.), The Cambridge handbook of the psychology
of violent extremism. Cambridge University Press.

Montag, C., Yang, H., & Elhai, J. D. (2021). On the psychology
of TikTok use: A first glimpse from empirical findings. Front
Public Health, 9, Article 641673. https://doi.org/10.3389/
fpubh.2021.641673

Moore, M., Dorison, C. A., & Minson, J. A. (2023). The contingent
reputational benefits of selective exposure to partisan informa-
tion. Journal of Experimental Psychology: General, 152(12),
3490-3525. https://doi.org/10.1037/xge0001463

Moseley, S. (2025). Automating deception: Al’s evolving role in
romance fraud. The Alan Turing Institute: Center for Emerging
Technology and Security.

Mosleh, M., Pennycook, G., Arechar, A. A., & Rand, D. G. (2021).
Cognitive reflection correlates with behavior on Twitter.
Nature Communications, 12(1), Article 921. https://doi.
org/10.1038/s41467-020-20043-0

Mughal, R., DeMarinis, V., Nordendahl, M., Lone, H., Phillips,
V., & Boyd-MacMillan, E. (2023). Public mental health
approaches to online radicalisation: An empty systematic
review. International Journal of Environmental Research and
Public Health, 20(16), Article 6586. https://doi.org/10.3390/
jerph20166586

Nadeau, R., Cloutier, E., & Guay, J.-H. (1993). New evidence about
the existence of a bandwagon effect in the opinion formation
process. International Political Science Review, 14(2), 203—
213. https://doi.org/10.1177/019251219301400204

Nair, A. (2025, August 25). How Al became the far right’s newest
weapon against refugees. New Lines Magazine.

Narayanan, A. (2023). Understanding social media recommenda-
tion algorithms. Knight First Amendment Institute.

National Coordinator for Counterterrorism and Security. (2024). Far
right memes: Undermining and far from recognizable. https://
english.nctv.nl/documents/2024/08/01/far-right-memes-under-
mining-and-far-from-recognizable

Nelu, C. (2024). Exploitation of generative Al by terrorist groups.
https://icct.nl/publication/exploitation-generative-ai-terrorist-
groups

Nguyen, T. T., Hui, P.-M., Harper, F. M., Terveen, L., & Konstan, J.
A. (2014, April 7-11). Exploring the filter bubble: the effect of
using recommender systems on content diversity [Conference
session]. Proceedings of the 23rd international conference on
world wide web, Seoul, Korea.


https://doi.org/10.1080/1057610X.2015.1099995
https://doi.org/10.1111/j.1467-9221.2009.00698.x
https://doi.org/10.1038/s41562-019-0708-1
https://doi.org/10.1038/s41467-024-51740-9
https://doi.org/10.1038/s41467-024-51740-9
https://doi.org/10.1016/j.copsyc.2020.03.010
https://doi.org/10.1016/j.copsyc.2020.03.010
https://doi.org/10.48550/arXiv.1912.11211
https://doi.org/10.1037/emo0000775
https://datasociety.net/library/alternative-influence/
https://datasociety.net/library/alternative-influence/
https://doi.org/10.1080/15213269.2024.2445031
https://doi.org/10.1080/15213269.2024.2445031
https://doi.org/10.1016/j.jrp.2015.11.001
https://doi.org/10.1016/j.jrp.2015.11.001
https://icct.nl/publication/radicalization-and-counter-radicalization-potential-artificial-intelligence
https://icct.nl/publication/radicalization-and-counter-radicalization-potential-artificial-intelligence
https://doi.org/10.1146/annurev.soc.27.1.415
https://doi.org/10.1146/annurev.soc.27.1.415
https://doi.org/10.1177/17456916231185057
https://gnet-research.org/2025/04/11/automated-recruitment-artificial-intelligence-iskp-and-extremist-radicalisation/
https://gnet-research.org/2025/04/11/automated-recruitment-artificial-intelligence-iskp-and-extremist-radicalisation/
https://gnet-research.org/2025/04/11/automated-recruitment-artificial-intelligence-iskp-and-extremist-radicalisation/
https://doi.org/10.1037/0003-066X.60.2.161
https://doi.org/10.3389/fpubh.2021.641673
https://doi.org/10.3389/fpubh.2021.641673
https://doi.org/10.1037/xge0001463
https://doi.org/10.1038/s41467-020-20043-0
https://doi.org/10.1038/s41467-020-20043-0
https://doi.org/10.3390/ijerph20166586
https://doi.org/10.3390/ijerph20166586
https://doi.org/10.1177/019251219301400204
https://english.nctv.nl/documents/2024/08/01/far-right-memes-undermining-and-far-from-recognizable
https://english.nctv.nl/documents/2024/08/01/far-right-memes-undermining-and-far-from-recognizable
https://english.nctv.nl/documents/2024/08/01/far-right-memes-undermining-and-far-from-recognizable
https://icct.nl/publication/exploitation-generative-ai-terrorist-groups
https://icct.nl/publication/exploitation-generative-ai-terrorist-groups

30

Personality and Social Psychology Review 00(0)

O’Keeffe-Johnston, P. (2025). Al-generated aesthetics and
the politics of the German far-right. https://www.csohate.
org/2025/10/13/ai-generated-aesthetics-germany/

Obaidi, M., Anjum, G., Bierwiaczonek, K., Dovidio, J. F., Ozer,
S., & Kunst, J. R. (2023). Cultural threat perceptions predict
violent extremism via need for cognitive closure. Proceedings
of the National Academy of Sciences, 120(20), Article
€2213874120. https://doi.org/10.1073/pnas.2213874120

Obaidi, M., Bergh, R., Ozer, S., & Sindermann, C. (2025). Toward
an integrated psychological model of violent extremism.
European Review of Social Psychology. Advance online publi-
cation. https://doi.org/10.1080/10463283.2025.2478735

Obaidi, M., Kunst, J., Ozer, S., & Kimel, S. Y. (2021). The “great
replacement” conspiracy: How the perceived ousting of
whites can evoke violent extremism and islamophobia. Group
Processes & Intergroup Relations, 25(7), 1675-1695. https://
doi.org/10.1177/13684302211028293

Obaidi, M., & Kunst, J. R. (2025). The Cambridge handbook of the
psychology of violent extremism. Cambridge University Press.

Obaidi, M., Kunst, J. R., & Myftari, K. (2025). Navigating the
threat landscape: Understanding the role of threat perceptions
in violent extremism. In M. Obaidi & J. R. Kunst (Eds.), The
Cambridge handbook of the psychology of violent extremism.
Cambridge University Press.

Oettingen, G., Gollwitzer, A., Jung, J., & Irmak Olcaysoy, O.
(2022). Misplaced certainty in the context of conspiracy the-
ories. Current Opinion in Psychology, 46, Article 101393.
https://doi.org/10.1016/j.copsyc.2022.101393

Osborne, D., Lilly, K. J., Kunst, J. R., Obaidi, M., & Van Den Bos,
K. (2025). The role of relative deprivation in the process of rad-
icalization into violent extremism. In M. Obaidi & J. R. Kunst
(Eds.), The Cambridge handbook of the psychology of violent
extremism. Cambridge University Press.

O’Callaghan, D., Greene, D., Conway, M., Carthy, J., &
Cunningham, P. (2015). Down the (white) rabbit hole: The
extreme right and online recommender systems. Social
Science Computer Review, 33(4), 459-478. https://doi.
org/10.1177/0894439314555329

Paul, K. (2021, February 4). “It let white supremacists organize”:
The toxic legacy of Facebook’s groups. The Guardian. https://
www.theguardian.com/technology/2021/feb/04/facebook-
groups-misinformation?via=indexdotco

Pennycook, G., & Rand, D. G. (2019). Lazy, not biased:
Susceptibility to partisan fake news is better explained by lack
of reasoning than by motivated reasoning. Cognition, 188, 39—
50. https://doi.org/10.1016/j.cognition.2018.06.011

Pennycook, G., & Rand, D. G. (2022). Accuracy prompts are a rep-
licable and generalizable approach for reducing the spread of
misinformation. Nature Communications, 13(1), Article 2333.
https://doi.org/10.1038/s41467-022-30073-5

Pettigrew, T. F. (2016). In pursuit of three theories: Authoritarianism,
relative deprivation, and intergroup contact. Annual Review
of Psychology, 67(1), 1-21. https://doi.org/10.1146/annurev-
psych-122414-033327

Pratto, F., Sidanius, J., Stallworth, L. M., & Malle, B. F. (1994).
Social dominance orientation: A personality variable predicting
social and political attitudes. Journal of Personality and Social
Psychology, 67(4), 741-763. https://doi.org/10.1037/0022-
3514.67.4.741

Pretus, C., Gil-Buitrago, H., Cisma, I., Hendricks, R. C., &
Lizarazo-Villarreal, D. (2024). Scaling crowdsourcing inter-
ventions to combat partisan misinformation. advances.in/psy-
chology, 2, Article e85592. https://doi.org/10.56296/aip00018

Rathje, S., Van Bavel, J. J., & Van Der Linden, S. (2021). Out-group
animosity drives engagement on social media. Proceedings
of the National Academy of Sciences, 118(26), Article
€2024292118. https://doi.org/10.1073/pnas.2024292118

Rathje, S., Ye, M., Globig, L. K., Pillai, R. M., De Mello, V. O., & Van
Bavel, J. J. (2025). Sycophantic Al increases attitude extremity
and overconfidence. Preprint. https://doi.org/10.31234/0sf.i0/
vmyek v1

Replika.com. (2025). The Al companion who cares. Retrieved
November 4 from https://replika.com

Ribeiro, M. H., Ottoni, R., West, R., Almeida, V. A. F., & Meira,
W. (2020, January 27-30). Auditing radicalization pathways
on YouTube [Conference session]. Proceedings of the 2020
conference on fairness, accountability, and transparency,
Barcelona, Spain. https://doi.org/10.1145/3351095.3372879

Robertson, C. E., del Rosario, K. S., & Van Bavel, J. J. (2024).
Inside the funhouse mirror factory: How social media distorts
perceptions of norms. Current Opinion in Psychology, 60,
101918. https://doi.org/10.1016/j.copsyc.2024.101918

Rolling, J., Corduan, G., Roth, M., Schroder, C. M., & Mengin,
A. C. (2022). Violent radicalization and post-traumatic dis-
sociation: Clinical case of a young adolescent girl radical-
ized. Frontiers in Psychiatry, 13, Article 793291. https://doi.
org/10.3389/fpsyt.2022.793291

Roozenbeek, J., Freeman, A. L. J., & Van Der Linden, S. (2021).
How accurate are accuracy-nudge interventions? A pre-
registered direct replication of Pennycook et al. (2020).
Psychological ~ Science, 32(7), 1169-1178. https://doi.
org/10.1177/09567976211024535

Roozenbeek, J., Remshard, M., & Kyrychenko, Y. (2024). Beyond
the headlines: On the efficacy and effectiveness of misinforma-
tion interventions. advances.in/psychology, 2, Article e24569.
https://doi.org/10.56296/aip00019

Rozin, P., & Royzman, E. B. (2001). Negativity bias, nega-
tivity dominance, and contagion. Personality and Social
Psychology Review, 5(4), 296-320. https://doi.org/10.1207/
S15327957PSPR0504_2

Saleh, N., Makki, F., Van Der Linden, S., & Roozenbeek, J. (2023).
Inoculating against extremist persuasion techniques — Results
from a randomised controlled trial in post-conflict areas in Iraq.
advances.in/psychology, 01, 1-21. https://doi.org/10.56296/
aip00005

Sandboe, I. S., & Obaidi, M. (2023). Imagined extremist communi-
ties: The paradox of the community-driven lone-actor terrorist.
Perspectives on Terrorism, 17(4), 19-41.

Scarr, S., & McCartney, K. (1983). How people make their own envi-
ronments: A theory of genotype — environment effects. Child
Development, 54(2), 424-435. https://doi.org/10.2307/1129703

Schmid, A. P. (2025). Terrorism, radicalisation and [violent]
extremism: Concepts and definitions. In M. Obaidi & J. R.
Kunst (Eds.), The Cambridge handbook of the psychology of
violent extremism. Cambridge University Press.

Schroeder, D. T., Cha, M., Baronchelli, A., Bostrom, N., Christakis,
N. A., Garcia, D., Goldenberg, A., Kyrychenko, Y., Leyton-
Brown, K., Lutz, N., Marcus, G., Menczer, F., Pennycook, G.,


https://www.csohate.org/2025/10/13/ai-generated-aesthetics-germany/
https://www.csohate.org/2025/10/13/ai-generated-aesthetics-germany/
https://doi.org/10.1073/pnas.2213874120
https://doi.org/10.1080/10463283.2025.2478735
https://doi.org/10.1177/13684302211028293
https://doi.org/10.1177/13684302211028293
https://doi.org/10.1016/j.copsyc.2022.101393
https://doi.org/10.1177/0894439314555329
https://doi.org/10.1177/0894439314555329
https://www.theguardian.com/technology/2021/feb/04/facebook-groups-misinformation?via=indexdotco
https://www.theguardian.com/technology/2021/feb/04/facebook-groups-misinformation?via=indexdotco
https://www.theguardian.com/technology/2021/feb/04/facebook-groups-misinformation?via=indexdotco
https://doi.org/10.1016/j.cognition.2018.06.011
https://doi.org/10.1038/s41467-022-30073-5
https://doi.org/10.1146/annurev-psych-122414-033327
https://doi.org/10.1146/annurev-psych-122414-033327
https://doi.org/10.1037/0022-3514.67.4.741
https://doi.org/10.1037/0022-3514.67.4.741
https://doi.org/10.56296/aip00018
https://doi.org/10.1073/pnas.2024292118
https://doi.org/10.31234/osf.io/vmyek_v1
https://doi.org/10.31234/osf.io/vmyek_v1
https://replika.com
https://doi.org/10.1145/3351095.3372879
https://doi.org/10.1016/j.copsyc.2024.101918
https://doi.org/10.3389/fpsyt.2022.793291
https://doi.org/10.3389/fpsyt.2022.793291
https://doi.org/10.1177/09567976211024535
https://doi.org/10.1177/09567976211024535
https://doi.org/10.56296/aip00019
https://doi.org/10.1207/S15327957PSPR0504_2
https://doi.org/10.1207/S15327957PSPR0504_2
https://doi.org/10.56296/aip00005
https://doi.org/10.56296/aip00005
https://doi.org/10.2307/1129703

Kunst et al.

31

Rand, D. G., Schweitzer, F., Song, D., Summerfield, C., Tang,
A., Van Bavel, J., ... Kunst, J. R. (2025). How malicious
Al swarms can threaten democracy. Science, 391(6786), 354—
357. https://doi.org/10.1126/science.adz1697

Schuurman, B., & Carthy, S. L. (2025). Who commits terrorism
alone? Comparing the biographical backgrounds and radi-
calization dynamics of lone-actor and group-based terror-
ists. Crime & Delinquency, 71(6-7), 2092-2117. https://doi.
org/10.1177/00111287231180126

Sherif, M., & Hovland, C. 1. (1961). Social judgment: Assimilation
and contrast effects in communication and attitude change.
Yale University Press.

Shin, D., & Jitkajornwanich, K. (2024). How algorithms promote
self-radicalization: Audit of TikTok’s algorithm using a reverse
engineering method. Social Science Computer Review, 42(4),
1020-1040. https://doi.org/10.1177/08944393231225547

Sidanius, J., & Pratto, F. (1999). Social dominance: An inter-
group theory of social hierarchy and oppression. Cambridge
University Press.

Siev, J. J., & Petty, R. E. (2024). Ambivalent attitudes promote sup-
port for extreme political actions. Science Advances, 10(24),
Article eadn2965. https://doi.org/10.1126/sciadv.adn2965

Silber, M. D., Bhatt, A., & Analysts, S. 1. (2007). Radicalization
in the west: The homegrown threat. Police Department New
York.

Soroka, S., & McAdams, S. (2015). News, politics, and negativity.
Political Communication, 32(1), 1-22. https://doi.org/10.1080
/10584609.2014.881942

Stefanija, A. P., & Pierson, J. (2020). Practical Al transpar-
ency: Revealing datafication and algorithmic identities.
Journal of Digital Social Research, 2(3), 84—125. https://doi.
org/10.33621/jdsr.v2i3.32

Stevenson, J. (2025). Technology evolves the tactics: Preparing for
the rise of terrorist Al harms. https://crestresearch.ac.uk/com-
ment/technology-evolves-the-tactics-preparing-for-the-rise-of-
terrorist-ai-harms/

Sun, S., Lee, E., Nan, D., Zhao, X., Lee, W., Jansen, B. J., &
Kim, J. H. (2024). Random silicon sampling: Simulating
human sub-population opinion using a large language
model based on group-level demographic information.
arXiv preprint. arXiv:2402.18144. https://doi.org/10.48550/
arXiv.2402.18144

Sunstein, C. R. (2002). The law of group polarization. Journal
of Political  Philosophy, 10(2), 175-195. https://doi.
org/10.1111/1467-9760.00148

Sutton, R. M., & Douglas, K. M. (2022). Rabbit hole syndrome:
Inadvertent, accelerating, and entrenched commitment to con-
spiracy beliefs. Current Opinion in Psychology, 48, Article
101462. https://doi.org/10.1016/j.copsyc.2022.101462

Swann, W. B., Gomez, A., Seyle, D. C., Morales, J. F., & Huici,
C. (2009). Identity fusion: The interplay of personal and social
identities in extreme group behavior. Journal of Personality and
Social Psychology, 96(5), 995-1011. https://doi.org/10.1037/
20013668

Swann, W. B., Jetten, J., Gomez, A., Whitehouse, H., & Bastian,
B. (2012). When group membership gets personal: A theory
of identity fusion. Psychological Review, 119(3), 441-456.
https://doi.org/10.1037/20028589

Tech Against Terrorism. (2023). Early terrorist experimentation with
generative artificial intelligence services. https:/techagainstterror-
ism.org/hubfs/Tech%20Against%20Terrorism%20Briefing%20
-%20Early%20terrorist%?20experimentation%20with%20genera-
tive%20artificial%20intelligence%20services.pdf

The Joint Counterterrorism  Assessment Team. (2024).
Violent extremists’ use of generative artificial intelli-
gence. https://www.dni.gov/files/NCTC/documents/jcat/
firstresponderstoolbox/151s_First Responders Toolbox-
Violent_Extremists_Use_of Generative Artificial
Intelligence.pdf

Thomsen, L., Green, E. G. T., & Sidanius, J. (2008). We will hunt
them down: How social dominance orientation and right-wing
authoritarianism fuel ethnic persecution of immigrants in fun-
damentally different ways. Journal of Experimental Social
Psychology, 44(6), 1455-1464. https://doi.org/10.1016/].
jesp.2008.06.011

Tufekci, Z. (2015). Algorithmic harms beyond Facebook and
Google: Emergent challenges of computational agency sym-
posium essays. Colorado Technology Law Journal, 13(2),
203-218.

Tufekei, Z. (2018, March 10). YouTube, the great radicalizer. The
New York Times. https://www.nytimes.com/2018/03/10/opin-
ion/sunday/youtube-politics-radical.html

Tornberg, P. (2018). Echo chambers and viral misinformation:
Modeling fake news as complex contagion. PLoS One, 13(9),
Article €0203958. https://doi.org/10.1371/journal.pone.0203958

Udry, J., & Barber, S. J. (2024). The illusory truth effect: A review
of how repetition increases belief in misinformation. Current
Opinion in Psychology, 56, Article 101736. https:/doi.
org/10.1016/j.copsyc.2023.101736

VanBavel,J.J., & Pereira, A. (2018). The partisan brain: An identity-
based model of political belief. Trends in Cognitive Sciences,
22(3), 213-224. https://doi.org/10.1016/j.tics.2018.01.004

Van Bavel, J. J., Robertson, C. E., Del Rosario, K., Rasmussen, J.,
& Rathje, S. (2024). Social media and morality. Annual Review
of Psychology, 75, 311-340. https://doi.org/10.1146/annurev-
psych-022123-110258

Van Den Bos, K. (2020). Unfairness and radicalization. Annual
Review of Psychology, 71(1), 563—588. https://doi.org/10.1146/
annurev-psych-010419-050953

Van Der Linden, S. (2022). Misinformation: Susceptibility, spread,
and interventions to immunize the public. Nature Medicine,
28(3), 460—467. https://doi.org/10.1038/s41591-022-01713-6

Van Der Linden, S. (2024). Countering misinformation through psy-
chological inoculation. In B. Gawronski (Ed.), Advances in exper-
imental social psychology (Vol. 69, pp. 1-58). Academic Press.

Van Der Linden, S., & Roozenbeek, J. (2024). “Inoculation” to
resist misinformation. JAMA, 331(22), 1961-1962. https://doi.
org/10.1001/jama.2024.5026

Van Eerten, J.-J., Doosje, B., Konijn, E., De Graaf, B., & De Goede,
M. (2017). Developing a social media response to radicaliza-
tion: The role of counter-narratives in prevention of radical-
ization and de-radicalization. University of Amsterdam.

Van Prooijen, J.-W., & Douglas, K. M. (2018). Belief in conspiracy
theories: Basic principles of an emerging research domain.
European Journal of Social Psychology, 48(7), 897-908.
https://doi.org/10.1002/ejsp.2530


https://doi.org/10.1126/science.adz1697
https://doi.org/10.1177/00111287231180126
https://doi.org/10.1177/00111287231180126
https://doi.org/10.1177/08944393231225547
https://doi.org/10.1126/sciadv.adn2965
https://doi.org/10.1080/10584609.2014.881942
https://doi.org/10.1080/10584609.2014.881942
https://doi.org/10.33621/jdsr.v2i3.32
https://doi.org/10.33621/jdsr.v2i3.32
https://crestresearch.ac.uk/comment/technology-evolves-the-tactics-preparing-for-the-rise-of-terrorist-ai-harms/
https://crestresearch.ac.uk/comment/technology-evolves-the-tactics-preparing-for-the-rise-of-terrorist-ai-harms/
https://crestresearch.ac.uk/comment/technology-evolves-the-tactics-preparing-for-the-rise-of-terrorist-ai-harms/
https://doi.org/10.48550/arXiv.2402.18144
https://doi.org/10.48550/arXiv.2402.18144
https://doi.org/10.1111/1467-9760.00148
https://doi.org/10.1111/1467-9760.00148
https://doi.org/10.1016/j.copsyc.2022.101462
https://doi.org/10.1037/a0013668
https://doi.org/10.1037/a0013668
https://doi.org/10.1037/a0028589
https://techagainstterrorism.org/hubfs/Tech%20Against%20Terrorism%20Briefing%20-%20Early%20terrorist%20experimentation%20with%20generative%20artificial%20intelligence%20services.pdf
https://techagainstterrorism.org/hubfs/Tech%20Against%20Terrorism%20Briefing%20-%20Early%20terrorist%20experimentation%20with%20generative%20artificial%20intelligence%20services.pdf
https://techagainstterrorism.org/hubfs/Tech%20Against%20Terrorism%20Briefing%20-%20Early%20terrorist%20experimentation%20with%20generative%20artificial%20intelligence%20services.pdf
https://techagainstterrorism.org/hubfs/Tech%20Against%20Terrorism%20Briefing%20-%20Early%20terrorist%20experimentation%20with%20generative%20artificial%20intelligence%20services.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/151s_First_Responders_Toolbox-Violent_Extremists_Use_of_Generative_Artificial_Intelligence.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/151s_First_Responders_Toolbox-Violent_Extremists_Use_of_Generative_Artificial_Intelligence.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/151s_First_Responders_Toolbox-Violent_Extremists_Use_of_Generative_Artificial_Intelligence.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/151s_First_Responders_Toolbox-Violent_Extremists_Use_of_Generative_Artificial_Intelligence.pdf
https://doi.org/10.1016/j.jesp.2008.06.011
https://doi.org/10.1016/j.jesp.2008.06.011
https://www.nytimes.com/2018/03/10/opinion/sunday/youtube-politics-radical.html
https://www.nytimes.com/2018/03/10/opinion/sunday/youtube-politics-radical.html
https://doi.org/10.1371/journal.pone.0203958
https://doi.org/10.1016/j.copsyc.2023.101736
https://doi.org/10.1016/j.copsyc.2023.101736
https://doi.org/10.1016/j.tics.2018.01.004
https://doi.org/10.1146/annurev-psych-022123-110258
https://doi.org/10.1146/annurev-psych-022123-110258
https://doi.org/10.1146/annurev-psych-010419-050953
https://doi.org/10.1146/annurev-psych-010419-050953
https://doi.org/10.1038/s41591-022-01713-6
https://doi.org/10.1001/jama.2024.5026
https://doi.org/10.1001/jama.2024.5026
https://doi.org/10.1002/ejsp.2530

32

Personality and Social Psychology Review 00(0)

Varmann, A. H., Kruse, L., Bierwiaczonek, K., Gomez, A., Vazquez,
A., & Kunst, J. R. (2024). How identity fusion predicts extreme

pro-group orientations: A meta-analysis. European Review of

Social Psychology, 35(1), 162—197. https://doi.org/10.1080/10
463283.2023.2190267

Verma, P. (2024). Investigative issues: These ISIS news anchors
are Al fakes. Their propaganda is real. https://www.
realclearinvestigations.com/articles/2024/05/17/investi-
gative issues_these isis_news_anchors are ai fakes their
propaganda_is_real 1032422 .html

Vicente, A. (2023). Social ties and jihadist participation: A mixed-
methods approach to the differential recruitment of radicalized
youth in Spain. Terrorism and Political Violence, 35(4), 988—
1006. https://doi.org/10.1080/09546553.2021.1989415

Vosoughi, S., Roy, D., & Aral, S. (2018). The spread of true and
false news online. Science, 359(6380), 1146—1151. https://doi.
org/10.1126/science.aap9559

Wack, M., Ehrett, C., Linvill, D., & Warren, P. (2025). Generative
propaganda: Evidence of Al’s impact from a state-backed dis-
information campaign. PNAS Nexus, 4(4), Article pgaf083.
https://doi.org/10.1093/pnasnexus/pgaf083

Wang, D., Zhou, Y., & Ma, F. (2022). Opinion leaders and struc-
tural hole spanners influencing echo chambers in discussions
about COVID-19 vaccines on social media in China: network
analysis. Journal of Medical Internet Research, 24(11), Article
¢40701. https://doi.org/10.2196/40701

Webster, D. M., & Kruglanski, A. W. (1994). Individual differences
in need for cognitive closure. Journal of Personality and Social
Psychology, 67(6), 1049—1062. https://doi.org/10.1037/0022-
3514.67.6.1049

Weimann, G., & Masri, N. (2023). Spreading hate on TikTok.
Studies in Conflict & Terrorism, 46(5), 752-765. https://doi.
org/10.1080/1057610X.2020.1780027

Westwood, S. J., Grimmer, J., & Hall, A. B. (2025). Measuring
perceived slant in Large Language Models through user evalu-
ations. Working Paper. https://modelslant.com/

Wiktorowicz, Q. (2005). Radical Islam rising: Muslim extremism
in the west. Rowman & Littlefield Publishers.

Williams, A. R., Burke-Moore, L., Chan, R. S.-Y., Enock, F. E.,
Nanni, F., Sippy, T., Chung, Y.-L., Gabasova, E., Hackenburg,
K., & Bright, J. (2025). Large language models can consis-
tently generate high-quality content for election disinformation
operations. PLoS One, 20(3), Article e0317421. https://doi.
org/10.1371/journal.pone.0317421

Wolfowicz, M., Litmanovitz, Y., Weisburd, D., & Hasisi, B.
(2021). Cognitive and behavioral radicalization: A sys-
tematic review of the putative risk and protective factors.
Campbell Systematic Reviews, 17(3), Article el174. https://
doi.org/10.1002/c12.1174

Zajonc, R. B. (1968). Attitudinal effects of mere exposure. Journal
of Personality and Social Psychology, 9(2, Pt.2), 1-27. https://
doi.org/10.1037/h0025848

Zhuravskaya, E., Petrova, M., & Enikolopov, R. (2020). Political
effects of the internet and social media. Annual Review of
Economics, 12,415-438. https://doi.org/10.1146/annurev-eco-
nomics-081919-050239

Zoizner, A., & Levy, A. (2025). How social media users adopt the
toxic behaviors of ingroup and outgroup accounts. Journal of
Computer-Mediated Communication, 30(6), 1-13. https://doi.
org/10.1093/jeme/zmaf018


https://doi.org/10.1080/10463283.2023.2190267
https://doi.org/10.1080/10463283.2023.2190267
https://www.realclearinvestigations.com/articles/2024/05/17/investigative_issues_these_isis_news_anchors_are_ai_fakes_their_propaganda_is_real_1032422.html
https://www.realclearinvestigations.com/articles/2024/05/17/investigative_issues_these_isis_news_anchors_are_ai_fakes_their_propaganda_is_real_1032422.html
https://www.realclearinvestigations.com/articles/2024/05/17/investigative_issues_these_isis_news_anchors_are_ai_fakes_their_propaganda_is_real_1032422.html
https://www.realclearinvestigations.com/articles/2024/05/17/investigative_issues_these_isis_news_anchors_are_ai_fakes_their_propaganda_is_real_1032422.html
https://doi.org/10.1080/09546553.2021.1989415
https://doi.org/10.1126/science.aap9559
https://doi.org/10.1126/science.aap9559
https://doi.org/10.1093/pnasnexus/pgaf083
https://doi.org/10.2196/40701
https://doi.org/10.1037/0022-3514.67.6.1049
https://doi.org/10.1037/0022-3514.67.6.1049
https://doi.org/10.1080/1057610X.2020.1780027
https://doi.org/10.1080/1057610X.2020.1780027
https://modelslant.com/
https://doi.org/10.1371/journal.pone.0317421
https://doi.org/10.1371/journal.pone.0317421
https://doi.org/10.1002/cl2.1174
https://doi.org/10.1002/cl2.1174
https://doi.org/10.1037/h0025848
https://doi.org/10.1037/h0025848
https://doi.org/10.1146/annurev-economics-081919-050239
https://doi.org/10.1146/annurev-economics-081919-050239
https://doi.org/10.1093/jcmc/zmaf018
https://doi.org/10.1093/jcmc/zmaf018

